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Introduction 

The dramatic difference in impact between similar earthquakes in Haiti and Chile in 2010 illustrates 

the importance of security preparedness and its ethical salience. In Haiti 223.000 were killed, while in 

Chile only 562 people were killed in an even stronger earthquake – primarily due to better building 

conditions, infrastructure and response capacities.1 It is well documented how the consequences of 

floods and droughts reflect the social and political contexts they evolve in, including the extent to 

which adequate measures have been taken to reduce vulnerabilities and prepare for the management 

of the disasters.2  

On the other hand, preparedness efforts create political and economic opportunities for powerful 

actors, allowing governments and corporations to pursue their interests and ideals in the name of 

security. For instance, state agencies or international organisations can exert extensive political 

influence in local communities for the sake of preparedness – in particular in the aftermath of previous 

disasters.3 More than a question of self-interest, however, the politics of security preparedness are a 

question of prevalent norms, expertise, traditions, institutions, science and technology – associated 

with national security and geopolitics, but also with humanitarianism and ‘biopolitics’.4  

This entails questions of what is to be secured, whose responsibility it is to take measures of security 

preparedness, and what this responsibility implies. Is it the responsibility of the individual citizen, of 

family, communities, state authorities, or corporations? How much should concern for security risks 

affect everyday priorities in the face of more immediate and tangible needs like poverty and illness? 

Who is to define what counts as a security problem in need of preparedness – and who should 

determine how the preparedness efforts are carried out? 

The impact of Hurricane Katrina in New Orleans in 2005 attracted renewed attention to the justice of 

preparedness – of how the benefits of preparedness are distributed across society. As with floods 

throughout the world, it was the poor and marginalised citizens of New Orleans who suffered the most 

– both regarding lives lost, houses ruined and long-term effects.5 Bad housing, lack of money, transport 

and private insurance contributed to this effect, as well as prejudices amongst the rescue services and 

public authorities. Yet, to what extent is this a problem of preparedness? As it reflects a general state 

                                                           
1 CRED-UNISDR, "Poverty and Death: Disaster Mortality, 1996-2015," (Centre for Research on the Epidemiology 

of Disasters (CRED) and United Nations office for Disaster Risk Reduction (UNISDR), 2016), 16. "The Human Cost 

of Weather Related Disasters, 1995-2015," (Centre for Research on the Epidemiology of Disasters (CRED) and 

United Nations office for Disaster Risk Reduction (UNISDR), 2015), 32. 
2 "Poverty and Death: Disaster Mortality, 1996-2015."; "The Human Cost of Weather Related Disasters, 1995-

2015," 36. 
3 Cf. Chris Jones, "Market Forces: The Development of the Eu Security-Industrial Complex," (Transnational 

Institute and Statewatch, 2017). For a well-known critical argument bordering on conspiracy theory, see Naomi 

Klein, The Shock Doctrine : The Rise of Disaster Capitalism (New York: Metropolitan Books/Henry Holt, 2007); 

No Is Not Enough : Defeating the New Shock Politics (Chicago, IL: Haymarket Books, 2017). 
4 Cf. Peter Adey and Ben Anderson, "Anticipating Emergencies: Technologies of Preparedness and the Matter of 

Security," Security Dialogue 43, no. 2 (2012); Michael Dillon and Luis Lobo-Guerrero, "Biopolitics of Security in 

the 21st Century: An Introduction," Review of International Studies 34, no. 2 (2008); Michael Barnett, 

"Humanitarian Governance," Annual Review of Political Science 16 (2013). 
5 Naomi Zack, Ethics for Disaster (Plymouth: Rowman & Littlefield, 2009), 107-22. 
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of affairs in society – should disaster preparedness compensate for this situation? If so - to what 

extent? 

Indeed, we may ask how existing policies and practices stand on these kinds of ethical questions, and 

to which extent the ethical dimension of preparedness work is taken sufficiently into account. In 

countries where security preparedness is regulated by law, we may inquire to what extent the laws 

harmonise with our moral judgement. 

This brings us to the normative question of which ethical principles preparedness efforts ought to 

follow. Should they be operating according to a special moral code for emergencies, similar to the rules 

for prioritising assistance during emergencies (triage)? Should preparedness policies be premised on 

universals human rights – where states have an obligation to protect everyone’s right to life and 

security? Should certain individuals, groups or corporations get priority because they serve vital 

functions in society? Should resources for preparedness be distributed evenly across the population, 

or should the most vulnerable – disabled, elderly, children etc. – get more support? Should decisions 

be made according to a consequentialist logic (for instance accepting that some people will die when 

resources can be used more effectively elsewhere), or based on inviolable moral duties like respecting 

the sanctity of life (meaning that no conscious decision of letting people die in a future disaster should 

be made, even if it makes the overall use of limited resources for preparedness less effective)? Which 

values should count in such normative calculations: security, happiness, liberty, welfare? What does a 

universal human rights perspective imply for these questions, as compared to local moral, legal and 

political traditions for handling security problems?  

Although less dramatic (and more bureaucratic) than the management of ongoing emergencies, 

policies and practices of security preparedness are thus confronted with a series of political questions 

with ethical dimensions. Rather than concluding on such questions, the purpose of this report is to 

provide an overview of some of the central problems, perspectives and principles at stake, providing 

a basis for independent considerations of the ethical premises of contemporary practices across the 

full spectrum of security governance.  

First, the field of security preparedness is introduced, concentrating on three different understandings 

of resilience. Then, ten political questions of preparedness regarding priorities, responsibilities, 

organisation, costs and benefits are outlined with an emphasis on their ethical dimensions. Thirdly, the 

connection between law and ethics in addressing these kinds of questions is discussed, before it is 

demonstrated how six different ethical theories present us with different foundations for answering 

them. These theoretical positions are: consequentialism, contractarianism, deontology, nationalism, 

internationalism (pluralist and solidarist) and cosmopolitanism. Against this backdrop, two sets of 

ethical principles for preparedness in the field of disaster risk reduction are analysed: The Sendai 

Framework, and the Council of Europe Principles for Disaster Risk Reduction and People’s Resilience. 

Finally, a set of questions for evaluating specific policies and practices of security preparedness from 

an ethical perspective is proposed in the conclusion – focusing on clarifying the ethical problems and 

values at stake and how these can be evaluated from a human rights perspective. 
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The report draws on research in Task 6.4 of the SOURCE project, analysing the ethical and paralegal 

issues raised by actions taken in preparation for security threats, taking into account the 

internal/external dimension. It concentrates on the European context, while relating to the whole 

spectrum of disasters and emergencies – from natural disasters, major accidents (industry or 

transport) and malicious attacks (including terrorism), to military warfare within or between states. 

Reflecting the integrative scope of the concept of societal security, it contributes with a perspective 

on the interconnections between these distinct fields of practices and institutions rather than with a 

thorough analysis of the individual fields.  

 

 

 

 

Terminology 

Security: state of being free from danger or threat.  

Preparedness, readiness: activities, programmes, and systems developed and implemented prior to 

an incident that can be used to support and enhance prevention, protection from, mitigation of, 

response to and recovery from disruptions, emergencies or disasters. 

Disruption: event, whether anticipated (e.g. a labour strike or hurricane) or unanticipated (e.g. a 

blackout or earthquake), that causes an unplanned, negative deviation from the expected delivery of 

products or services according to an organization’s objectives. 

Emergency: sudden, urgent, usually unexpected occurrence or event requiring immediate action. 

Disaster: situation where widespread human, material, economic or environmental losses have 

occurred which exceeded the ability of the affected organization, community or society to respond 

and recover using its own resources. 

Threat: potential cause of an unwanted incident, which may result in harm to individuals, assets, a 

system or organization, the environment or the community. 

Definitions from ISO Standard 22300:2018, Security and resilience, Vocabulary.  
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1. Security preparedness  

Preparedness is a central aspect of security management (or ‘security governance’), encompassing 

issues like military defence, civil protection and humanitarian action.6 As such, preparedness cuts 

across the divisions between domestic (internal) and international (external) security. It is part of a 

continuum from anticipation and prevention, through preparedness, to response and 

recovery/reconstruction – often conceived as overlapping elements of a cycle where response and 

recovery eventually feed back onto anticipation, prevention and preparedness.  

 

Figure 1: Example of ‘Emergency management cycle’.7 

Scope 

In this context, the security concept includes the concept of safety, which is often distinguished from 

‘hard security’ regarding man-made threats like military aggression or terrorist attacks. The reason 

why these two dimensions are combined in this report, is that we seek to analyse the ‘big picture’ of 

security management, with a focus on priorities and responsibilities within and between different 

domains of security politics. This allows us to ask questions about the interconnections of e.g. 

preparedness for disaster, industry accidents, cyber-attacks, terrorism and war. In a policy context, the 

notion of ‘societal security’ covers this broad picture, exactly with the purpose of seeing its various 

dimensions in connection and integrating efforts in what is sometimes called an ‘all-hazard approach’. 

Preparedness includes preparing for an efficient response to harmful events (response preparedness) 

but also reducing the vulnerability to the event in the first place (mitigation). For instance, 

preparedness for a major accident in a nuclear power plant both includes plans, expertise and 

equipment for stopping the pollution, alerting and evacuating people and treating contaminated 

persons, but also measures for mitigating the impact, like situating power plants far from densely 

populated areas and educating citizens in how to avoid contamination. In comparison, reducing the 

                                                           
6 Elke Krahmann, "Conceptualizing Security Governance," Cooperation and Conflict 38, no. 1 (2003); James 

Sperling, Charlotte Wagnsson, and Jan Hallenberg, European Security Governance : The European Union in a 

Westphalian World (Milton Park, Abingdon, Oxon ; New York: Routledge, 2009). 
7 ACOSS, "The Six Steps to Resilience/Leading Resilience," (The Australian Council of Social Service (ACOSS), 

Resilient Community Organisations, 2015), https://resilience.acoss.org.au/the-six-steps. 



 

D6.4 – FP7 – 313288 

5 

reliance on nuclear energy and improving the technologies, routines and construction of nuclear power 

plants to avoid accidents would be matters of prevention. 

Exercises are a central part of preparedness work. Through exercises, practical expertise is developed, 

technology, instruments, plans and communication tested, and weaknesses and blind-spots identified. 

When it comes to security risks like floods or earthquakes, the most consequential mode of 

preparedness may still be mitigation through the regulation of land use, building quality, health 

services, physical infrastructure etc. – as seen from the above-mentioned example of Haiti vs. Chile. 

Some security problems are impossible to prevent – such as earthquakes and tsunamis, which are also 

the two deadliest types of natural disasters over the past centuries. This makes preparedness 

measures like early warning systems, building codes and emergency planning the closest we get to 

prevention by mitigating some of the harmful effects of the disasters.  

In these contexts, mitigation is usually distinguished from preparedness, taking the place of 

prevention. Also in contexts of emergency management, where prevention is beyond the scope of 

what the ‘managers’ can be expected to handle, prevention is left out of the picture and mitigation 

distinguished from prevention. Moreover, in disaster risk management, prevention and preparedness 

are sometimes collapsed into the category of ‘disaster risk reduction’. In this report, however, 

preparedness is defined broadly as including mitigation as well as protection and the preparedness for 

efficient response and recovery (see ISO standard definition above).  

Threats and risks 

A distinction is often drawn between security threats and security risks. Threats are more tangible and 

can be ‘eliminated’, while risks are hypothetical and can be ‘managed’.8 The ISO standard on risk 

management defines ‘risk’ as the ‘effect of uncertainty on objectives’, where the ‘effect’ is ‘a deviation 

from the expected’.9  Compared to a situation where only concrete, identifiable threats that can be 

eliminated would be included, a focus on ‘security risks’ therefore involves a dramatic broadening of 

security preparedness. Indeed, it also increases the salience of preparedness versus prevention and 

response in security governance when risks are not concretely identifiable and therefore cannot be 

straightforwardly prevented or eliminated.10 In comparison, observable security threats, like a new 

Russian weapons system threatening European neighbours, can be tackled without necessarily 

investing much in designated measures of preparedness, for instance through a diplomatic or military 

response. From a risk perspective, the same threat can be framed as an example or indicator of a 

                                                           
8 Cf. Louise Bengtsson, Stefan Borg, and Mark Rhinard, "European Security and Early Warning Systems: From 

Risks to Threats in the European Union’s Health Security Sector," European Security 27, no. 1 (2018): 28. 

Kristoffer Lidén and Ben Hayes, "Source Deliverable 6.1: Report on Human Values in Threat Analysis: ," 

(SOURCE Virtual Centre of Excellence For Research Support and Coordination on Societal Security: PRIO, 2015). 

See also Ortwin Renn, Risk Governance : Coping with Uncertainty in a Complex World (London: Earthscan, 

2008); Terje Aven and Ortwin Renn, Risk Management and Governance (Heidelberg: Springer, 2010). 
9 ISO 22300:2018, Security and resilience, Vocabulary, 3.199. 

https://www.iso.org/obp/ui/#iso:std:iso:22300:ed-2:v1:en  
10 Karmen Poljanšek et al., eds., Science for Disaster Risk Management 2017: Knowing Better and Losing Less. 

Eur 28034 En (Luxembourg: Publications Office of the European Union, 2017), 70-72. 
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generalised security risk that we need to prepare for due to limitations to our anticipatory, preventive 

or responsive capacities (see the next section).  

Evidently, there are significant overlaps between threat- and risk-based approaches, and the concepts 

are often used interchangeably when speaking of ‘hazards’, ‘crises’, ‘emergencies’ or ‘disasters’. 

Policies of security governance will generally involve a combination of both approaches, reflecting 

historical practices and institutional divisions of labour. Still, it is useful to distinguish between different 

conceptions of security preparedness when analysing variations and normative tensions in policies and 

practices.   

Three rationales of resilience 

Preparedness is closely associated with the notion of resilience, which can be defined as ‘the ability to 

absorb and adapt in a changing environment’11, or more specifically in a security context as  ‘the ability 

to absorb stresses, to respond to changes and to recover from shocks’.12 As seen from this definition, 

resilience also involves elements of response and recovery, but the way to enhance resilience primarily 

goes through preparedness.13 Resilience is particularly prevalent when preparedness is addressed as a 

matter of risk management.  

Two different conceptions of risk result in two different rationales of resilience in security 

preparedness in addition to the threat-based approach: risk as a product of the likelihood and impact 

of potential events, and risk as an effect of vulnerability. The former concept places an emphasis on 

the ability to identify and evaluate hypothetical events, typically based on historical evidence and 

future scenarios. The latter approach highlights the limitations to such prediction and implies that 

security governance should not rely on it for the protection of ‘valuables’ like people, buildings, critical 

infrastructure or cultural artefacts.  

In the former approach, preparedness efforts follow from the anticipation of the potential effects of 

future events – for instance how a ‘solar storm’ could damage electricity grids, computers and digital 

communication systems – entailing adequate measures to reduce those effects. In the latter approach, 

preparedness follows from the identification of objects worthy of protection – like a government 

building, or exposed individuals – and the systems and instruments available for such protection – like 

physical fences or advanced security technology. This latter approach expands the scope and rationale 

of security preparedness and resilience even further than the former. 

We may thus distinguish between three general conceptions of security preparedness that cut across 

the fields of military defence, counter-terrorism and disaster management, entailing three different 

rationales of resilience:  

                                                           
11 ISO 22300:2018, 3.192. 
12 Poljanšek et al.  
13 Mareile Kaufmann, "Emergent Self-Organisation in Emergencies: Resilience Rationales in Interconnected 

Societies," Resilience 1, no. 1 (2013). 



 

D6.4 – FP7 – 313288 

7 

• A threat-based approach concentrating on preparedness for tangible events identified 

through intelligence and surveillance – like the eruption of an active volcano, repeated cyber-

attacks or a suspected military operation.              

• A prediction-based approach relying on assessments of the likelihood and effects of potential 

events. Such prediction can draw on qualitative methods for the evaluation of future scenarios 

and on quantitative analyses of statistics. The emergence of ‘big data analysis’ through the 

automated collection and evaluation of data has reinforced the nuance and predictive 

capacities of this approach.     

• A vulnerability-based approach for the protection of valuable objects (including people) – 

drawing on expertise and instruments of protection, and with a secondary role for surveillance 

and the prediction of events. This rejection of prediction has found support in ‘complexity 

theory’ and ‘quantum mechanics’ in the natural and, eventually, social sciences.14  

As we have seen, the significance of preparedness in security management grows exponentially from 

the former to the latter approach – given that the latter also downplays the role for anticipation and 

prevention.  

Preparedness in counter-terrorism 

This difference in approaches is particularly evident in the field of counter-terrorism. Here, the threat-

based approach limits preparedness to measures for reducing the effects of foreseeable terrorist 

attacks, based on the modus operandi of known organisations, intelligence on their activities and 

surveillance of potential perpetrators. This could involve enhanced protection of expected targets, 

alerting the citizens to the threat if needed and boosting the relevant emergency response capacities. 

The primary reaction to such threat information would nonetheless be efforts at eliminating the threat, 

preventing an attack in the first place. Such prevention efforts could also involve addressing presumed 

root-causes.  

The prediction-based approach, in contrast, would widen the preparedness efforts against terrorism 

to potential disastrous attacks, like biological or nuclear, without necessarily knowing of any concrete 

threat (they are ‘known unknowns’).15 Needless to say, it is much harder to act upon such potential 

threats through prevention measures when they are merely imagined – but they can be ‘prevented 

through preparedness’ by reducing the vulnerability to the imagined attacks and their consequences. 

In Europe, extensive resources have been spent on developing systems and technologies for the 

management of such risks – including vaccines against maliciously spread pandemics, ‘sniffer drones’ 

for the identification and analysis of chemical attacks, mobile facilities for decontamination after a 

‘dirty nuclear bomb’ etc. – and numerous exercises have been carried out in anticipation of such 

‘unknown threats’.16 Through the preparedness work, the risks are nonetheless getting more tangible 

                                                           
14 David Chandler, Resilience: The Governance of Complexity (London: Routledge, 2014). 
15 Louise Amoore and Marieke de Goede, eds., Risk and the War on Terror (London: Routledge, 2008); Claudia 

Aradau and Rens van Munster, Politics of Catastrophe : Genealogies of the Unknown (London: Routledge, 

2011); J. Peter Burgess, "An Ethics of Security," in Transformations of Security Studies. Dialogues, Diversity and 

Discipline, ed. Gabi Schlag, Julian Junk, and Christopher Daase (London: Routledge, 2016).  
16 European_Commission, "Action Plan to Enhance Preparedness against Chemical, Biological, Radiological and 

Nuclear Security Risks. Com(2017) 610," (Brussels2017). 
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as imagined/virtual threats, for instance by developing local expertise in ‘radicalization’ (even where 

no such radicalisation exists), or by staging a biological attack in an exercise.17  

While the prediction-based approach still focuses on risks that are relatively probable, the 

vulnerability-approach to counter-terrorism is set to prepare for every thinkable and unthinkable 

scenario of terrorism – including so-called ‘unknown unknowns’.18 The consequence is to reduce the 

reliance on predictive capacities or surveillance, and instead secure everything that can be secured 

and initiate a permanent alertness and response capacity throughout the population. The emphasis 

on ‘community resilience’ in the ‘Prepare’ part of the UK government’s counter-terrorism strategy has 

an element of this vulnerability approach.19 In general, security becomes nearly synonymous with 

resilience in the vulnerability approach, making even response (and not only prevention) a sub-

category of preparedness. 

Again, these three approaches are not mutually exclusive, and could form three aspects of the same 

counter-terrorism strategy. Still, the underlying conceptions of security and security governance entail 

a difference of emphasis between the three. It is therefore useful to be aware of these differences 

when considering ethical problems of security preparedness in the following.       

 

  

                                                           
17 Cf. Charlotte Heath-Kelly, "Counter-Terrorism and the Counterfactual: Producing the ‘Radicalisation’ 

Discourse and the Uk Prevent Strategy," The British Journal of Politics and International Relations 15, no. 3 

(2012). 
18 Burgess. 
19 Keiran Hardy, "Resilience in Uk Counter-Terrorism," Theoretical Criminology 19, no. 1 (2014); Jon Coaffee and 

Peter Rogers, "Rebordering the City for New Security Challenges: From Counter-Terrorism to Community 

Resilience," Space and Polity 12, no. 1 (2008). 
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2. Ethical problems in security preparedness 

The following political questions (Q) involve ethical problems that deserve further attention in research 

and policy. The questions could also be addressed from a mere efficiency perspective, if we defined 

the goal of ‘preparedness’ clearly. The problem with such an approach, however, is that the definition 

and operationalisation of preparedness would rest on implicit ethical assumptions, with serious ethical 

implications that would not be considered.  

Q1. How to prioritise between security and other political concerns  

The distribution of resources between military defence and domains like health, education or 

development aid is a classic example of the tensions between security and other political concerns. 

Another such tension is found in the conflict between security, liberty and welfare in counter-

terrorism, where preparedness for a terrorist attack may warrant intrusive surveillance, costly 

measures for the protection of public spaces, discrimination against members of ‘suspect 

communities’ etc. A third example is whether people should be allowed to settle in areas prone to 

flooding, tsunamis or volcanos if this is a conscious decision that they make themselves, involving a 

conflict between security and individual autonomy.  

These are partly questions of economic priorities and partly of power and autonomy. Firstly, security 

measures such as military equipment, police forces, rescue services, strict building codes etc. may be 

highly expensive, and some of the funding for hypothetical security threats could be used for the 

alleviation of more immediate needs like affordable housing for homeless people or treatment of 

patients waiting for operations in public hospitals. Second, security problems tend to gain high political 

priority and involve political dictates or outright coercion by the state apparatus. With a tradition for 

secrecy and exceptional powers for the protection of national security, security governance can also 

be at odds with democratic ideals.20  

Prioritising security is also a matter of political orientation, where some emphasise security and 

protection more than others. The expectations of citizens to protection against risks like storms, floods, 

pandemics or terrorism vary dramatically among countries – partly because of differences in state 

resources, but also because of differences in norms and traditions.              

The question of how to balance between security and other concerns evidently depends on how 

security is defined and what counts as a security problem. Where should one for instance draw the 

line between security politics and ‘normal politics’? An example is the difference between famine, 

categorised as disaster, and permanent ‘everyday’ starvation – not to speak of the difference between 

pandemics and preventable tropical diseases, with the latter killing far more people but on a 

permanent ‘non-emergency’ basis.21 Another much cited example is the difference between terrorism 

                                                           
20 For a review of ethical controversies regarding security policies, see Thierry Balzacq, "Legitimacy and the 

'Logic' of Security," in Contesting Security: Strategies and Logics, ed. Thierry Balzacq (London: Routledge, 2015); 

Jonna Nyman and Anthony Burke, eds., Ethical Security Studies: A New Research Agenda (London: Routledge, 

2016). 
21 Cf. Thomas Pogge, World Poverty and Human Rights (Cambridge: Polity Press, 2002), Chapter 9. 
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and car accidents, where the former gets an extraordinary degree of attention as a security problem 

while the latter results in many hundredfold more deaths on average.22 The following chart of the 

worldwide share of deaths by cause in 2016 illustrates this point.  

 
Figure 2: Worldwide share of deaths by cause, 2016   

 

While there are variations across countries and years, this chart illustrates the reason for highlighting 

other concerns than those typically associated with security, even with regard to causes of death – 

with natural disasters, terrorism, conflict and fire figuring at the bottom.23 Homicide makes it higher 

on the list but is still far below suicide or road incidents. Health, social and development policies 

presumably have a far higher potential than security policies for preventing death, as well as for 

improving the quality of life.24 Although the deadliest diseases on the list are associated with old age, 

this would also be the case in lower age categories for most causes of death.25 

On the other hand, it could be argued that the statistics are the result of successful security policies 

that need to be maintained. The logic of preparedness is also relevant, as investments in security can 

                                                           
22 N. Wilson and G. Thomson, "Deaths from International Terrorism Compared with Road Crash Deaths in Oecd 

Countries," Injury Prevention 11, no. 6 (2005); Hannah Ritchie, "Is It Fair to Compare Terrorism and Disaster 

with Other Causes of Death? ," (Our World in Data. https://ourworldindata.org/is-it-fair-to-compare-terrorism-

and-disaster-with-other-causes-of-death, 2018).  
23 For figures on casualties caused by armed conflict, see also Kendra Dupuy and Siri Aas Rustad, "Trends in 

Armed Conflict, 1946-2017," in Conflict Trends (Oslo: PRIO, 2018). On the historical decline of violence, see 

Steven Pinker, The Better Angels of Our Nature : Why Violence Has Declined (New York: Viking, 2011). 
24 Hannah Ritchie and Max Roser, "Causes of Death," (Published online at OurWorldInData.org. Retrieved from: 

'https://ourworldindata.org/causes-of-death2019). 
25 Ibid., Causes of death by age group. 
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be justified as necessary measures for reducing the vulnerability to potential future disasters, like 

international war or more intense floods, storms and heat waves (due to climate change), even if these 

security risks currently are historically low. Others, however, would argue that the continuous decline 

in the quantity of harm from war, terrorism and disaster means that attention should be shifted 

elsewhere. 

Of course, security is not only about protection against death but also about issues like reducing 

suffering and maintaining social and political order. In national risk assessments in Europe, elements 

like critical infrastructure, natural assets and culture are also included as values to be protected. For 

instance, the Dutch National Risk Profile discussed in the next section encompasses the following 

threats: 

1. Territorial safety: 1.1 Encroachment on the territory of the Netherlands; 1.2 Infringement of 

the international position of the Netherlands. 

2. Physical security: 2.1 Fatalities; 2.2 Seriously injured and chronically ill; 2.3 Physical suffering 

(lack of basic necessities of life) 

3. Economic security: 3.1 Costs 

4. Ecological security: 4.1 Longterm impact on the environment and on nature (flora and fauna); 

5. Social and political stability: 5.1 Disruption to everyday life; 5.2 Violation of the democratic 

system; 5.3 Social psychological impact.26 

 

This broad focus on risks means that there will be significant overlaps with other policy domains – 

potentially reducing the problem of priorities between security and other concerns. Alternatively, it 

may be regarded as an unnecessary encroachment on these domains.    

The argument for expanding the security concept from ‘national’ to ‘human’ security harmonises with 

this broad scope. Although definitions of ‘human security’ abound, they generally include all forms of 

violence (also homicide and domestic violence) – or even all sources of harm, like disease, poverty and 

starvation.27 In its broadest sense,  ‘human security governance’ would encompass most aspects of 

politics, and security preparedness would coincide with efforts of maintaining the welfare of 

populations, also in times of relative peace, security and prosperity for the majority population. In 

other words, it would overlap with social security schemes more generally. Although this could be seen 

as a way of reinforcing social and development policies in the name of security, critics of the 

                                                           
26 RIVM, "National Risk Profile 2016: An All Hazard Overview of Potential Disasters and Threats in the 

Netherlands," (National Network of Safety and Security Analysts (RIVM), National Steering Committee for 

National Safety and Security (ANV), The National Institute for Public Health and the Environment (RIVM), 2016). 

European_Commission, "Commission Staff Working Document: Overview of Natural and Man-Made Disaster 

Risks the European Union May Face. Swd(2017) 176 Final," (2017), Annex 3. 
27 UNDP, "Human Development Report: Annual Report," (New York: United Nations Development Programme, 

1994); Taylor Owen, "Human Security – Conflict, Critique and Consensus: Colloquium Remarks and a Proposal 

for a Threshold-Based Definition," Security Dialogue 35, no. 3 (2004). 
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‘securitization’ of ever more political domains would see this as an unfortunate blurring of security 

politics or as a threat to existing approaches to the same problems.28 

This discussion on priorities between security and other concerns is premised on competition for 

limited resources and attention. If we rather presuppose that the resources for security management 

are plentiful, we would be confronted with the question of how much security is enough. In theory, 

endless resources can be invested in preparedness for all thinkable scenarios. Doing so would probably 

come at the expense of other values like private wealth or social welfare, as discussed above. Yet, even 

if it did not have a negative impact at all, we might ask whether the aim is to live entirely free from any 

security risk, or wither it is sufficient to reduce risk to a relatively low level. What would that level be? 

And who and what should be brought to this level: governments, fellow citizens, humanity, animals 

and plants? Answers to these questions will also have repercussions for priorities between security 

problems, as discussed in the following.           

Q2. How to prioritise between security problems  

During the Cold War, security preparedness in Europe was almost synonymous with preparedness for 

war – in particular for a nuclear attack. When the Cold War ended, the focus turned towards other 

kinds of threats, like natural disasters, pandemics, climate change, terrorism and cyber war. Global 

dimensions of safety and security ‘at home’ were highlighted, and civil security preparedness got 

connected to the fields of disaster management and humanitarian action – partly in the name of 

resilience.29 In addition to traditional state and non-state actors, a range of new NGOs and businesses 

have entered the evolving field of security governance, and the military industry has been rebranded 

as a security industry.30 When military defence returned to the centre of security preparedness after 

the Russian invasion in Ukraine in 2014, it therefore happened in a changed institutional and political 

landscape. 

Stating that ‘we live in times of existential crisis, within and beyond the European Union,’ the new 

European Union Global Strategy for foreign and security policy emphasises the problems of external 

military attacks, terrorism, hybrid threats (including cyber-attacks), economic volatility, climate 

change, energy insecurity, migration and state fragility, as well as problems like war and terrorism 

outside Europe that affect European security and prosperity.31 It thereby connects the fields of civil 

protection and military defence  as elements of a comprehensive security agenda. This leaves us with 

the question of how to delineate the field of security preparedness through distinctions like the 

national and international, civil and military, public and private. These delineations will be discussed 

further in the next sections. In this section, we concentrate on the general question of how to prioritise 

within and across these divides.  

                                                           
28 Cf. Thierry Balzacq, ed. On Securitization: The Design and Evolution of Security Problems (London: Routledge, 

2010); "Legitimacy and the 'Logic' of Security." 
29 This connection is reflected in the EU European Civil Protection and Humanitarian Aid Operations (DG ECHO).  
30 Jones. 
31 European_Union, "Shared Vision, Common Action: A Stronger Europe. A Global Strategy for the European 

Union’s Foreign and Security Policy," (2016). 
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In its ideal form, preparedness is based on anticipation through objective risk and threat assessments, 

where the most dire problems get the most attention.32 In practice, these assessments nonetheless 

vary according to shifting regimes of power and expertise, institutional dynamics, cultural traditions, 

moralities, technologies and personal, commercial or political interests.33 As discussed in the previous 

sections, different conceptions of security result in different types of assessments. Some types seek to 

identify all relevant security risks, while others concentrate on a few selected scenarios. Some are 

based on practical experience, while others are based on statistics. Some are explicitly political, while 

others are presumptively disinterested and scientific.   

In an overview of national risk assessments in Europe from 2017, such variation is documented, and 

commonalities highlighted.34 According to the overview, the following 11 risks are most often included:  

flooding; extreme weather; forest fire; earthquake; pandemic; epizootic (animal and plant disease); 

industrial accident; critical infrastructure disruption; nuclear and radiological accident; cybercrime and 

terrorism. Notably, these are supposed to be risks that may appear in the immediate future (one to 

five years ahead) and excludes military threats outside the scope of civil protection. Military risk and 

threat assessments are usually classified, or they are presented separately in very general terms.  

For the question of priority across the many divides in security governance it is interesting when all 

sorts of risks are still combined into one general scheme, forcing states and international organisations 

to determine the relative significance of war versus other security risks across the domestic-

international (internal-external) divides. A relevant example of an all-encompassing assessment is the 

above mentioned Dutch National Risk Profile 2016, which includes ‘geopolitical threats’ of 

international conflict and resource scarcity, as well as ‘financial and economic threats’ within a more 

traditional ‘civil protection’ focus (Figure 3).35  

                                                           
32 European_Commission, "Risk Assessment and Mapping Guidelines for Disaster Management. Commission 

Staff Working Paper  Sec(2010) 1626," (Brussels, 2010), 8; Raphael Bossong and Hendrik Hegemann, "Eu 

Internal Security Goverance and National Risk Assessments: Towards a Common Technocratic Model?," 

European Politics and Society 17, no. 2 (2016). 
33 Lidén and Hayes; Kristoffer Lidén, "National Risk Assessments and the Politics of Public Risk Communication," 

in PRIO Policy Brief (Oslo: PRIO, 2017). Adey and Anderson.  
34 European_Commission, "Commission Staff Working Document: Overview of Natural and Man-Made Disaster 

Risks the European Union May Face. Swd(2017) 176 Final." See also OECD, "National Risk Assessments: A Cross 

Country Perspective," (https://doi.org/10.1787/9789264287532-en2018).  
35 RIVM. The Irish national risk assessment of ‘strategic risks’ is even more comprehensive, but does not 

compare the probability and impact of the identified risks: Government_of_Ireland, "2018 National Risk 

Assessment: Overview of Strategic Risks," (2018).  
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Figure 3: Risk diagram of scenarios in the Netherlands, National Risk Profile 2016.36 

Here, the geopolitical risks – associated with traditional ‘hard’ national security – end up as mildly 

serious and with a medium likelihood. Notably, this is a reflection of the scenarios selected, with a 

conscious decision to focus on a ‘medium’ degree of escalation.37 It is not an attempt at identifying all 

military risks facing the Netherlands and their potential impact. Possibly it still reflects the implicit 

assumption that armed conflict between e.g. Russia and NATO, with the Netherlands as a scene of 

devastating warfare, is even less than ‘very unlikely’, hence not deserving to be included even if the 

impact could be more disastrous than any of the other scenarios. The question, then, would be what 

the implication of such an assessment of likelihood would be for priorities in security preparedness.38  

In general, the question of how to prioritise between high impact/low likelihood and low impact/high 

likelihood security risks is central to the politics of preparedness. In the above scheme from the 

Netherlands, the most likely scenarios represent issues that are continuously addressed, both in terms 

of prevention, preparedness and response. Cyber espionage is for instance high on the radar of military 

intelligence services, and resources are invested in an effective response. The severe flood scenario is 

deemed significantly more harmful, but very unlikely. Does this mean that less resources should be 

invested in preparedness measures – perhaps on a par with preparedness for a much less harmful but 

highly likely animal disease outbreak? Or should it warrant massive investments in measures that will 

drastically reduce the vulnerability to flooding, based on the logic that everything possible should be 

done to reduce severe risks that are theoretically possible? The latter position would either imply that 

                                                           
36 RIVM. 
37 Ibid., 151. 
38 For further analysis of such comprehensive risk assessments, see Section 3.5 in Lidén and Hayes.  
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resources should be diverted from preparedness for more likely but less harmful scenarios, or that the 

overall investments in preparedness should be increased. 

The risk of inter-state war is particularly relevant here. If we look back at the death tolls of the two 

World Wars, they supersede any other war-related security risk by far. Does this mean that we should 

prioritise preparedness for worst-case scenarios of future world war with nuclear weapons, even when 

deemed highly unlikely? In particular, the uncertainty of predictions means that it is hard to defend a 

strong reliance on likelihood in preparedness work – but this does not necessarily mean that 

probability should be disregarded in line with the vulnerability-based approach. If we presume that 

the probability can be further reduced by measures of prevention, or that the likelihood will increase 

without sustained prevention measures – for instance through disarmament and the further 

strengthening of international cooperation – it warrants that resources are used for prevention rather 

than preparedness, as discussed in the next section. Yet, the mere possibility that prevention measures 

can fail, and that preparedness would be highly effective in reducing harmful effects, means that the 

question of probability as a determinant of priority in preparedness remains relevant.    

A related fundamental question of priority between security risks is the distribution of resources 

between national and international security risks. When the risk of casualties from natural disasters in 

Europe is far lower than in South Asia or Latin America (even if the economic costs tend to be higher 

due to higher living standards), does this mean that resources in Europe should be spent on 

preparedness for risks outside Europe? On the one hand, states are primarily responsible for protecting 

their own citizens under international law, and this can be seen as a global distribution of labour among 

states for addressing the world’s security problems. On the other hand, rich countries may spend 

extensive resources on preparedness for low probability/low impact risks, while the same funds could 

be spent far more effectively on high probability/high impact risks elsewhere. This is a question that 

divides ‘consequentialists’ and ‘contractarians’ as well as ‘internationalists’, ‘cosmopolitans’, and will 

be discussed further in the section on ethical theory. The question also relates to the question of which 

level security problems should be addressed at (Q5 below). The coupling of civil preparedness and 

humanitarian action in the European Civil Protection and Humanitarian Aid Operations (DG ECHO) can 

be seen as a pragmatic response to this challenge, combining preparedness for disaster in Europe with 

global assistance in humanitarian crises.   

A final fundamental question of priorities between security problems is whether the positive side-

effects of preparedness measures should affect priorities. For instance, investments in preparedness 

for pandemics may improve the general health system. In comparison, shelters that are only used in 

case of nuclear war have few positive side-effects. Should this entail higher investments in 

preparedness for pandemics? In general, civil preparedness efforts for issues like storms, wildfires, 

major industry accidents, or cyber-attacks are anchored in health and rescue services, police and 

voluntary organisations that all serve essential functions also outside emergencies. Investing in these 

may therefore count as preparedness, even if the primary effect is response capacity to everyday 

health or security problems. Likewise, preparedness for storms or earthquakes by improving building 

standards may have positive effects for the general life quality of residents, and preparedness for war 

by improving international conflict management mechanisms may enhance international security 

cooperation. It could be argued that such positive side-effects should determine priorities rather than 

uncertain assessments about the probability and impact of risks. Or should preparedness follow an 



 

D6.4 – FP7 – 313288 

16 

independent logic without regard to such side-effects? What would a compromise between these two 

positions imply? The related problem of how the positive side-effects of preparedness work should be 

distributed is raised as a separate question below (Q9).   

Q3. How to prioritise between prevention, preparedness and response.  

When millions die annually from preventable starvation and diseases, one might ask why resources 

should be spent on preparedness for future hypothetical catastrophes rather than on efficient 

response to ongoing emergencies and the prevention of their re-emergence. We have already touched 

upon this choice in connection with the three different approaches to security management, as well 

as with the question of prevention vs. preparedness for war. 

If imagined as a zero-sum game, the choice between response and preparedness could involve letting 

one person die in order to save resources for avoiding ten deaths in the future through cost-efficient 

preparedness efforts. (Letting someone die for this purpose may sound like a speculative example, but 

rescue missions for risk-loving adventurers can be very costly and come at the expense of 

preparedness efforts, for instance for voluntary organisations with limited budgets.) Presuming that 

prevention is even costlier than preparedness in the short term while yielding a higher return, the 

same thought experiment could involve a third option of letting all eleven die for the eventual 

prevention of 100 deaths. Although these are abstract thought experiments, the politics of security 

management involve an element of such trade-offs. For instance, the prevention of antibiotics-

resistant pandemics may require reducing current uses of antibiotics, potentially resulting in avoidable 

deaths in order to prevent a far higher number of future deaths. An alternative would be not to allow 

avoidable deaths, instead investing heavily in preparedness for future pandemics.  

Political responses to the prospects of floods, storms and heat waves caused by global warming involve 

a similar dilemma. While some argue that extensive resources should be spent on preventing climate 

change by dramatically reducing carbon omissions, others argue for investing in preparedness for its 

effects. The latter approach is often associated with ‘climate resilience’.39 This debate brings together 

elements like the reliance on prediction of future effects of climate change, trust in the willingness and 

ability to take effective preventive action, and the question of the side-effects of preventive vs. 

preparedness measures. Some argue that preparedness for global warming involves economic 

opportunities and the introduction of technologies that will have a general positive effect, while the 

active reduction in material consumption, travels etc. will have negative side-effects. Others will see 

such reduction in the ‘human footprint’ as a great advantage. The question of prevention vs. 

preparedness can therefore also be a question of values.    

The tensions between prevention, preparedness and response are also found within the field of 

preparedness, given the significant overlaps between these dimensions of security management. 

Some may argue that preparedness should concentrate on mitigation measures because it can be 

more effective, while others could argue that the effects of such measures are less certain because 

                                                           
39 William Kakenmaster, "An Overview of “Resilience” and Climate Change Au - Hill, Alice C," Bulletin of the 

Atomic Scientists 74, no. 2 (2018). 



 

D6.4 – FP7 – 313288 

17 

they rely on hypothetical scenarios, and that protection of exposed objects or investments in effective 

response and recovery capacities should rather be prioritised.     

Q4. Whom and what to protect through preparedness  

As a political phenomenon, security management is relative to conceptions of what needs to be 

protected.40 In all societies, some individuals and groups are treated as more deserving of protection 

than others, typically because they serve functions that are considered particularly important. 

Likewise, some objects – be it critical infrastructure, governmental buildings or cultural heritage – are 

prioritised above e.g. private houses, farms, animals or plants.  

As argued by Naomi Zack in Ethics for Disaster (2009), this involves fundamental ethical questions like 

that of protecting the highest number of people vs. concentrating on particularly important or 

vulnerable persons and objects.41 This question of triage has received much attention with regard to 

emergency response – but the same question applies to investments in preparedness. To the extent 

that the ethics of preparedness has been discussed in policy documents and scholarly literature, it is 

generally this question of the distribution of resources for preparedness for a particular security 

problem that is addressed.  

The public provision of shelters in anticipation of military attacks or natural disasters serve as an 

example. In addition to shelters for upholding government and military operations during a crisis, 

super-secure and technologically advanced shelters could be built for selected leaders in public and 

private sectors, allowing them to maintain their societal functions. Would this be justifiable if coming 

at the expense of shelters for a higher number of people, if it meant that more public and economic 

services could be maintained during a crisis to the benefit of all? And if there was a choice between 

investing in shelters for handicapped and for the highest number, should handicapped people be 

guaranteed the same services as others? Even posing these questions is provocative, especially from a 

human rights perspective – yet, they are questions that demand attention in order to avoid that bad 

decisions are made without proper reflection or debate.   

Another aspect of this problem is the allocation of resources between fellow citizens and foreigners 

for the same security problem (in distinction from the above-mentioned choice between different 

kinds of security problems based on a national vs. global outlook). Indeed, the citizens of wealthy and 

relatively secure countries expect the state to do virtually anything for their protection against 

potential pandemics like Ebola, while the same resources could make more of a difference in countries 

where the state’s resources for preparedness for pandemics are more limited and subject to privilege.  

Q5. Whether to address threats at a sub-national, national or international level  

Security preparedness also stretches across a range of levels of authority, from sub-state (cities and 

municipalities), to the central/federal state and international institutions. Although some problems, 

                                                           
40 J. Peter Burgess, The Ethical Subject of Security: Geopolitical Reason and the Threat against Europe (London: 

Routledge, 2011). 
41 Zack. 
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such as a local flood or global pollution, have rather clear geographical profiles with consequences for 

where they are addressed, other problems, like terrorism or pandemics, can be addressed at several 

levels. Of course, international problems with local repercussions may be addressed at all levels, but 

the authority in determining and coordinating the preparedness measures can still be situated at one 

of the three levels.  

This choice of level of authority has repercussions for how the problem is understood and addressed, 

involving a ‘politics of scale’.42 For instance, addressing storms or heat waves in Europe at the EU level 

would reinforce the authority and influence of the EU vs. the member states. The same goes for a 

decision to leave the authority to fight a terrorist organisation like Al Qaida to the UN or NATO rather 

than national militaries or local police.  

Figure 4: A continuum of risks at different levels of authority43 

Usually, the level of authority is determined by the principle of subsidiarity, meaning that security 

problems should be managed at the lowest level possible. This is also the logic behind the continuum 

in Figure 4.44 For instance, forest fires may be handled by a local fire department, or they may take on 

proportions that necessitate the involvement of state agencies or the EU civil protection mechanism. 

                                                           
42 Cf. Shahar Hameiri and Lee Jones, "Beyond Hybridity to the Politics of Scale: International Intervention and 

‘Local’ Politics," Development and Change 48, no. 1 (2017). 
43 Department_of_the_Prime_Minister_and_Cabinet_of_New_Zealand, "New Zealand's National Security 

System," (2011). Referred in OECD. 
44 Department_of_the_Prime_Minister_and_Cabinet_of_New_Zealand,  6. 
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In effect, resources of preparedness for forest fires must be maintained at all levels – involving a 

challenge of coordination and the allocation of resources between the relevant levels of authority. 

Moreover, operationalising subsidiarity may be more politically contentious than it would seem, as it 

relies on understandings of exactly when responsibility for a problem should shift and who is to be 

blamed for failures.  

Preparedness for security risks that stretch across borders, such as a major nuclear accident, can still 

be handled nationally. Usually, a national approach involves a degree of international collaboration, 

but there is a significant difference between e.g. preparing for military attacks, nuclear disaster or 

power cuts nationally or internationally. The classical example is military defence, where there is a 

trade-off between the immense economic costs of a reliable national defence and the vulnerability 

involved in relying solely on international military cooperation. 

Q6. Whether to address security problems by military or civil means   

The military and civil aspects of security preparedness are often treated separately and subjected to 

different ministries and agencies. Military preparedness concentrates on foreign (or internal) military 

threats, international conflict and foreign military operations, while civil preparedness involves a broad 

spectrum of non-military threats, from civil unrest and terrorist attacks, to major accidents and natural 

disasters.  

Yet, there are significant overlaps, and the need for civil-military collaboration is often highlighted from 

both sides. For instance, the text on ‘civil preparedness’ on the website of NATO states:  

The effective transportation of forces and military equipment relies on civil resources and 

infrastructure, such as railways, ports, airfields and grids. These assets are vulnerable to 

external attack and internal disruption. Civil preparedness means that basic government 

functions can continue during emergencies or disasters in peacetime or in periods of crisis. It 

also means that the civilian sector in Allied nations would be ready to provide support to a 

NATO military operation.45 

This military reliance on civil preparedness means that the distribution of ultimate responsibility 

remains open to contestation. Explicitly including civil actors, resources and infrastructure in military 

planning is controversial, also because it might buttress their status as military targets. On the other 

hand, proponents of a strong military will see this as a necessary evil, advocating that priorities for civil 

preparedness are made in accordance with military objectives. Even global warming has occasionally 

been framed as a military problem of national security due to its potential harmful economic and 

political effects.46 

Recently, the notion of hybrid warfare (combining military and civil measures, typically including cyber-

attacks and ‘information operations’, concealing military activity as civilian) has led to further emphasis 

                                                           
45 NATO homepage: https://www.nato.int/cps/en/natohq/topics_49158.htm (accessed 11.12.2018).  
46 Ben Hayes Nick Buxton, ed. The Secure and the Dispossessed: How the Military and Corporations Are Shaping 

a Climate-Changed World (London: Pluto Press, 2015). 



 

D6.4 – FP7 – 313288 

20 

on the continuities between the two dimensions.47 When security preparedness is discussed in a EU 

context, it is usually the civil dimension which is highlighted, while military defence falls within the 

scope of national defence. However, terrorist attacks and cyber-attacks by states have entailed more 

focus on the military aspect of security preparedness in the EU as well, including renewed ambitions 

for closer collaboration between the EU and NATO.48  

When the Cold War ended, by contrast, the focus of the military on civil preparedness for war waned 

in Europe. The military was partly redefined as a support function in civil protection rather than the 

other way around. Meanwhile, the military increased its dependence on civil actors and infrastructure. 

With the experience of resumed military threats to Europe, this has reinforced the renewed attention 

to civil preparedness and ‘resilience’ in military circles, potentially making it even more integral than 

during the Cold War.49   

A case in point is the responsibility for ‘cyber security’. Generally being non-lethal and a matter of 

economic crime, cyber-attacks have usually been treated as a challenge for the police and designated 

civil agencies. However, when seen in connection with espionage, geopolitical competition, ‘cyber 

war’, ‘hybrid warfare’ and ‘information war’, cyber security acquires a more military character. This is 

reinforced by the ever-expanding reliance by the military as well as the rest of society on the internet 

for the maintenance of basic functions, including ‘the internet of things’. Cyber security has therefore 

gradually been defined as a national security concern, and military cyber security agencies and cyber 

war/defence units are being established all around the world.  

Yet, it is not evident that the most effective solution to cyber-attacks by foreign countries is military or 

that this is an ethically desirable development.50 It could also be treated as a serious matter of policing 

that would require close international collaboration and diplomacy to be tackled. Compared to a 

‘digital arms race’ between national militaries, this might also have had positive side-effects for the 

international political climate as a counter-force to rising military tensions. Others would say that such 

a civil alternative would be entirely unrealistic, and that states that do not invest in military cyber 

defence and national control of digital infrastructure will be exploited by the frontrunners of cyber war 

such as the US, Russia and China.             

Q7. How to divide the labour between states, citizens and corporations 

Although states have a primary responsibility for security preparedness, citizens are also expected to 

take precautions, such as insuring their valuables, learning first-aid, keeping an emergency kit and 

knowing what to do in case of emergency. Corporations are expected to take responsibility for their 

own security, with state support when needed. If they manage critical societal functions like banking, 

                                                           
47 Cf. Alexander Lanoszka, "Russian Hybrid Warfare and Extended Deterrence in Eastern Europe," International 

Affairs 92, no. 1 (2016); Robert Johnson, "Hybrid War and Its Countermeasures: A Critique of the Literature," 

Small Wars & Insurgencies 29, no. 1 (2018). 
48 Cf. "Countering Hybrid Warfare as Ontological Security Management: The Emerging Practices of the Eu and 

Nato Au - Mälksoo, Maria," European Security 27, no. 3 (2018). 
49 Jamie Shea, "Resilience: A Core Element of Collective Defence," NATO Review 2016. 
50 Cf. Myriam Dunn Cavelty, "Breaking the Cyber-Security Dilemma: Aligning Security Needs and Removing 

Vulnerabilities," Science and Engineering Ethics 20, no. 3 (2014). 
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energy supply or communication, they may be required to take adequate measures for maintaining 

public and national security as well as their own. 

Corporations and voluntary organisations may also be central providers of preparedness for the state 

and citizenry. Private security companies like G4S currently take on extensive responsibilities for 

security in public and private sectors, while non-governmental organisations like the Red Cross 

movement are a central part of the preparedness for disasters in Europe. In particular, the field of 

digital/cyber security is dominated by private actors.51 In the EU, public investments are made in the 

security industry for innovation of commercial solutions that can meet the security risks that European 

countries are faced with.52 

The reliance on private actors in security management is in line with neoliberal policies of 

‘privatization’.53 Proponents of the privatization of security preparedness argue that it is both cost 

effective and of higher quality by being subject to market competition. Critics, on the other hand, see 

it as a potential source of inequality, where security becomes relative to economic resources. An 

extreme example cited by Klein is a US company offering ‘evacuation services’ to wealthy citizens in 

case of disaster, allowing them to avoid the queues and basic services of public rescue efforts and have 

a luxurious ‘jet-setter vacation’ instead.54 To the extent that such private evacuation would shorten 

the lines and reserve public resources for less wealthy people, it could be argued that it serves their 

interests as well. The question then, is whether the public preparedness measures will remain the 

same, deteriorate, or even improve in response to better private alternatives. A similar question 

applies to the reliance on voluntary organisations in preparedness work: Does this (1) improve 

preparedness by complementing public solutions; (2) merely replace public solutions, resulting in the 

same level of security; or (3) deteriorate public preparedness by being less reliable than state-based 

services? These are classical political questions with significant ethical implications.      

Q8. How to distribute the economic costs of security preparedness 

General political controversies over the distribution of costs for public services within and across states 

are relevant for the distribution of costs of preparedness: Should everyone pay the same for the same 

services, or should it follow levels of income and wealth? Should wealthy nations sponsor 

preparedness in poor countries and ‘take the bill’ for international institutions supporting 

preparedness efforts? Evidently, these questions are closely connected to the questions of priorities 

and responsibilities discussed above.  

At the national level, the question of cost distribution will generally be answered by the tax system in 

a given country (unless security budgets follow a separate taxation scheme). Hence, it is rather the 

                                                           
51 See Annex 2 for a review of public and private solutions to cyber security.   
52 Jones; Ben Hayes, "Neoconopticon: The Eu Security-Industrial Complex," (Transnational Institute & 

Statewatch, 2009).  
53 Cf. Jonathan Joseph, "Resilience in Uk and French Security Strategy: An Anglo-Saxon Bias?," Politics 33, no. 4 

(2013). 
54 Klein, The Shock Doctrine : The Rise of Disaster Capitalism, 415-16. 
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reliance on private donations and voluntary work, as well as the scope and distribution of expenses for 

commercial preparedness solutions that remains open for political debate. With respect to the latter, 

states could decide to regulate the private security market, or leave it completely to the discretion of 

market forces. For instance, if states would require software or internet providers to guarantee a 

minimum of protection against cybercrime for all users, it could be covered through state subsidies, or 

by increasing the costs of the products with a higher relative cost for those worst off.    

The question of how the economic costs of preparedness should be distributed throughout society 

partly relates to the role of private security solutions discussed above. Should, for instance, citizens 

rely on private housing insurance schemes in preparation for a flood or earthquake, or should the costs 

of rebuilding private houses after disasters be covered through general taxation schemes? Similarly, 

should the owners of shopping centres be responsible for funding security solutions in the (privately 

owned) public spaces that they provide – also as a measure of preparedness – or should this be a 

responsibility for the police and rescue services? Both the distribution of costs for the maintenance of 

public infrastructure and the level of taxation vs. private solutions vary extensively between countries, 

also in Europe. 

The most contentious issue may still be how the costs of international preparedness efforts in poor 

countries should be funded. Relating to ethical debates on inequality, distributive justice and economic 

development, this question will be further discussed in the sections on ethical theories and principles 

in the next chapter.    

Q9. How to divide the positive side-effects of preparedness work 

Preparedness measures can have positive side-effects. For instance, they may involve a business 

opportunity for private investors, or a job opportunity in a public administration. EU funded security 

research is explicitly justified by the positive side-effects for the European economy, the integration of 

European institutions, as well as the strategic independence of European countries. How such positive 

side-effects are distributed is relevant not only for the question of priorities between preparedness for 

different security problems, as mentioned above, but also for how preparedness efforts for a specific 

issue are devised.  

We may for instance imagine how resources for preparedness for earthquakes, storms, floods or 

tsunamis in exposed unregulated areas with extensive poverty and bad housing quality can be invested 

by forcibly removing the inhabitants, destroying their houses and constructing solid buildings for more 

wealthy people, businesses or tourism. Another option would be to leave people alone, building public 

shelters and planning for effective response and evacuation. A third option could be to assist the 

inhabitants in improving or rebuilding their houses, organising local disaster response capacities and 

investing in roads and public transport that could also serve the purpose of evacuation. The three 

options would have very different side-effects, and if we assume that the effects on preparedness were 

the same, these side-effects might be decisive for how the resources are invested. 

Other examples are the side-effects of multi-stakeholder exercises in civil preparedness – enhancing 

networks, friendships and understanding across institutions (or even state borders) and enhancing the 
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general collaboration between the involved parties; or the side-effects of research into vaccines and 

treatment for tourists travelling to areas with tropical diseases – potentially improving the local 

treatment of the diseases in the first place and contributing to medical research in general – instead 

of for instance solving the problem by prohibiting travels into and out of exposed regions.  

Because this concern of side-effects does not follow from the purpose of preparedness as such, it has 

received little attention in literature on security management and governance. However, it is 

presumably of high significance in practice. In addition to influencing how preparedness work can be 

funded and gain political support, it clearly has consequences for the ethical legitimacy of the efforts. 

As we will see later, not all ethical theories or principles would see such side-effects as relevant for 

ethical evaluation, though.      

Q10. How to divide authority between experts and the people 

A final question is how to draw on expertise while anchoring political decisions in democratic 

processes. Like with military studies, security risk governance in the civil domain has become a 

specialised field of expertise, with designated university degrees. The same, of course, goes for other 

political domains like economy or engineering, but here there are stronger traditions for public 

education on the subjects and for politicians to acquire the necessary competence for critically 

evaluating expert advice. In particular, the risk and vulnerability-based approaches to preparedness 

involve advanced models, methods and assumptions that are hard to grasp for politicians and the 

wider public. 

The field of cyber security is particularly complicated, and it may not be evident even to decision-

makers themselves exactly how concrete solutions answer questions like the distribution of costs and 

benefits or the division of labour between military and civilian institutions. For instance, when publicly 

funded research on highly technical security problems is carried out by commercial actors, it may be 

hard for politicians or bureaucrats to control that the companies do not wrongly favour self-serving 

solutions.  

Another example is the bureaucratic implementation of international agreements in the field of 

disaster risk reduction, like the Sendai Framework (see Chapter 4) which involves controversial political 

issues like climate change adaptation, social security schemes and economic development, but in a 

technical language that does not speak to existing debates on these questions.55 It also involves 

business opportunities for industry and consultancies with specialised expertise to follow these 

processes. In effect, political decisions may be made and implemented without much democratic 

oversight or public debate. 

In both examples, it can be argued that leaving the political decisions to the experts – be they private 

companies or public agencies – yields better results than if the resilience of digital information systems 

or preparedness for disasters were left to the public. In the latter case, it is very possible that a 

‘politicisation’ of disaster risk reduction would generate stronger resistance from political parties 

                                                           
55 UNISDR, "Sendai Framework for Disaster Risk Reduction 2015-2030," (The United Nations Office for Disaster 

Risk Reduction, 2015), § 16.  
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prioritising economic growth higher than climate change adaptation or social reforms.56 In the former 

case, proponents of commercial security solutions could be content with the outcome, having more 

trust in expertise generated through free market competition than in the expertise of public agencies 

or politicians.               

The complete reliance on experts would imply technocratic rather than a democratic rule. In a 

technocracy, decisions are based on scientific research and specialised knowledge rather than on 

public opinion. Critics of technocracy argue that it overstates the capacities of science and expertise in 

knowing the real interests of people and how these can be achieved, and that the subjects of 

technocratic rule will be alienated by being disjoined from decision-making processes – even if it 

supposedly is to their own advantage.57  

The radical improvement of information technology has nonetheless strengthened the argument for a 

new form of ‘digital technocracy’, given that computers may exceed the intelligence of human beings 

by far when it comes to case specific tasks, like predicting the outbreak of pandemics and prescribing 

adequate precautionary measures.58 Rather than choosing between technocracy and democracy, 

however, the ethical problem of dividing decision-making power between experts and the public in a 

European context will typically involve striking the right balance between the two on democratic 

premises.59      

    

 

  

                                                           
56 Cf. Myanna Lahsen, "Technocracy, Democracy, and U.S. Climate Politics: The Need for Demarcations," 

Science, Technology, & Human Values 30, no. 1 (2005). 
57 Claudio M. Radaelli, Technocracy in the European Union (London: Longman, 1999), Chapter 2. 
58 This argument is for instance popularised and discussed in Yuval N. Harari, 21 Lessons for the 21st Century 

(London: Jonathan Cape). For a critical analysis, see Mark Duffield, Post-Humanitarianism : Governing Precarity 

in the Digital World (Medford, MA: Polity, 2019). 
59 Cf. Lahsen; Jürgen Habermas, The Lure of Technocracy (Malden, MA: Polity, 2015). In non-democratic 

contexts like China, nonetheless, the question of technocracy vs. political rule looks quite different. 
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3. Theoretical perspectives 

The political questions outlined in the previous chapter can be approached from a legal perspective, 

asking which answers that would be most coherent with existing laws and regulations. Although this 

would be an essential undertaking, the purpose of this report is rather to open the field of security 

preparedness for broader ethical and political debate, thereby also putting legal arguments in 

perspective. For this purpose, the relation between law and ethics in this field is first considered. Then, 

six theoretical positions are introduced and connected with the ethical problems of preparedness.       

Law and the scope for ethics  

In Europe, measures of security preparedness are regulated by legal frameworks at the level of states 

and the EU. To some extent, these regulations answer the ten questions listed above. For instance, the 

UK Civil Contingencies Act from 2004 requires first responders (including local authorities, police 

forces, fire services, ambulance services and the coastguard) to: conduct risk assessment (through the 

Community Risk Register); formulate emergency plans and business continuity plans; regularly test the 

effectiveness of these plans through exercises; train key staff and the staff of appropriate voluntary 

organisations; and provide the public with information on the risks posed by emergencies. Local 

communities are also encouraged to make plans for emergencies that complement the role of the 

emergency services as part of ‘community resilience’.60  

The recent Directive on security of network and information systems (NIS Directive) exemplifies how 

security preparedness can be regulated at the EU level. With the objectives of ‘improving national 

cybersecurity capabilities’, ‘building cooperation at EU level’ and ‘promoting culture of risk 

management and incident reporting among key actors’, its requirements include: 

• The establishment of a Cooperation Group, in order to support and facilitate strategic cooperation 

and the exchange of information among Member States.  

• Member States' to establish and adequately resource - 

o Computer Security Incident Response Team (CSIRT); 

o a competent national NIS authority; and  

o a national cybersecurity strategy which goes beyond the minimum requirements of the 

NIS Directive. 

• The establishment of a culture of security across social and economic sectors which rely heavily 

on ICTs, such as energy, transport, water, banking, financial market infrastructures, healthcare and 

digital infrastructure. 61 

 

With detailed principles and definitions for how this is to be achieved, the NIS Directive answers many 

of the political questions of preparedness in the cyber security domain.    

                                                           
60 UK Civil Contingency Act: https://www.legislation.gov.uk/ukpga/2004/36/contents  
61 Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 concerning measures 

for a high common level of security of network and information systems across the Union: 

http://data.europa.eu/eli/dir/2016/1148/oj.   
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These legal frameworks and the ways they are interpreted may nonetheless be subjected to ethical 

consideration. For instance, security agencies responsible for following the requirements are faced 

with ever more instruments for maintaining their responsibility – instruments that come with a price 

tag and with potential side effects. States may for instance invest in the development of vaccines 

against potential malicious biological attacks, while doing so involves high economic costs and a risk of 

contamination by accident. Ethical problems of priorities, benefits and operationalisations of security 

preparedness therefore remain relevant when laws are translated into concrete policies and practices.  

Indeed, laws of security preparedness are situated within a broader landscape of domestic and 

international law. The very idea that the EU interferes with matters of national security through the 

NIS Directive can for instance be contested. Another example is how the sharing of health records or 

criminal registers among emergency personnel is regulated by laws of privacy and data protection. 

Usually, laws of security preparedness regulate practices that already are regulated by other legal 

frameworks rather than the other way around, limiting the room for their application. However, when 

‘national security’ is at stake, other laws may be bracketed, making the related security regulations 

and their interpretation highly consequential.  

The arbitration between various legal frameworks, like human rights and national security acts, can be 

addressed as a purely legal question, with different schools and traditions approaching the question 

differently. Yet, it may also be also be considered from an ethical perspective, highlighting the 

normative justifications of different legal positions.62 The ethical principles of disaster risk reduction 

discussed in the next chapter exemplifies normative principles that may eventually inform national as 

well as international regulations.   

Laws set limitations to what we can do, but do not necessarily tell us how to do things in the right way. 

We may for instance rule out as unlawful a plan of detaining everyone with dark skin and a criminal 

record in case of a terrorist attack, but this does not tell us how best to prepare for such an attack 

within the universe of lawful alternatives. If we value security higher than freedom, or justice higher 

than peace, it will for example have consequences for how we choose to prepare for terrorist attacks. 

The same goes for the preparation for war, where a pacifist could interpret laws regarding 

preparedness for foreign aggression differently than a ‘militarist’.63   

Hence, we may have a discussion on the ethics of security preparedness that focuses not on whether 

certain policies or practices are legal but on whether they are the best option among realistic 

alternatives. If they are not, and the law prevents the realisation of a better alternative, it may follow 

that the law should be revised.  

Human rights may both be taken as a starting point for legal considerations (human rights law) and for 

ethical considerations on which decisions would be in accordance with the normative foundations of 

human rights as formulated in their ‘universal declaration’. In the field of security preparedness, there 

is no established framework of human rights legislation that is directly applicable across the fields of 

                                                           
62 Cf. Samantha Besson and John Tasioulas, The Philosophy of International Law (Oxford: Oxford University 

Press, 2010).  
63 Martin Caedel, Thinking About Peace and War (Oxford: Oxford University Press, 1987). 
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civil and military protection. When considering whether security preparedness harmonises with 

human rights, we may therefore turn to the ethics of human rights. Different ethical theories draw 

different conclusions about what it takes to respect and promote human rights. Before we turn to a 

discussion of ethical principles that would harmonise preparedness with the basic principles of human 

rights, a set of relevant theories for such evaluation will thus be presented.  

Ethical theories  

The ethics of security preparedness relate to longstanding debates on justice within and between 

states as well as to more specific debates on issues like humanitarian aid and development. In these 

debates, three theoretical strands of ethics figure centrally: consequentialism, contractualism and 

deontology.64 In Global Ethics, Kimberly Hutchings introduces these three as ‘enlightenment theories’ 

that presuppose that ethical problems can be resolved through rational evaluation. To these rationalist 

positions, she adds ‘discourse ethics’ and a set of alternatives to ethical rationalism: virtue ethics, 

feminist ethics and postmodernist ethics. These are all relevant to the ethics of security preparedness, 

but as an introduction to the topic we concentrate on the first three types here.65 Moreover, the 

international dimension of security preparedness makes the distinction in ethics and political theory 

between nationalism, internationalism and cosmopolitanism directly relevant. These six positions are 

briefly introduced in the following, with a view to how they render different answers to the questions 

outlined in the previous chapter. 

Consequentialism concentrates on what maximises the values that are to be advanced on an 

aggregate level – be they life, freedom, welfare or something else.66 The unit of analysis could be a 

state, a city, or the whole world. The most prominent strand of consequentialism is utilitarianism – 

focusing on the maximising of happiness with a universal outlook.  

When applied to the ethics of security preparedness, the most obvious value to measure at an 

aggregate level is the life of individuals. Then, the priorities, divisions of labour, costs and benefits of 

security preparedness should be decided by how effective they are in protecting lives within the 

relevant unit of analysis. In theory, this could for instance justify sacrificing vulnerable individuals who 

are expensive to secure if this creates more security in total. 

When other values, like territorial sovereignty, political order, finances, environment and culture are 

added to the equation, the assessment of consequences get more complex. Some national risk 

assessments facilitate such calculations by assigning numerical values to these various elements in 

order to quantify the impact of various scenarios.67 Still, quantifying the effects of investments in e.g. 

security vs. health (relating to Q1), military defence vs. disaster mitigation (Q2), individual security vs. 

                                                           
64 See e.g. Dónal P. O’Mathúna, Vilius Dranseika, and Bert Gordijn, eds., Disasters: Core Concepts and Ethical 

Theories (https://doi.org/10.1007/978-3-319-92722-0: Springer Open, 2018). 
65 Kimberly Hutchings, Global Ethics: An Introduction (Cambridge: Polity Press, 2010). 
66 Marcia W. Baron, Philip Pettit, and Michael Slote, Three Methods of Ethics: A Debate (Oxford: Blackwell, 

1997). 
67 European_Commission, "Commission Staff Working Document: Overview of Natural and Man-Made Disaster 

Risks the European Union May Face. Swd(2017) 176 Final," Annex 3.  
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critical infrastructure (Q3), disarmament vs. weapons acquisition (Q4) etc. is already highly 

complicated when measuring survival or economic savings only and hardly possible when all relevant 

values are included. This is a common criticism against consequentialist ethics: that real-life cases 

rarely lend themselves to straightforward comparison of consequences. Yet, a central promise of the 

risk-based approach to preparedness is that it can inform such considerations, also as a foundation for 

ethical evaluation.      

The promise of utilitarianism is that it facilitates comparison by reducing all values to a function of 

happiness.68 Like with theories that hold individual freedom as the ultimate value, this allows us to see 

security policies in a broader perspective. For instance, a utilitarian may question the relative 

importance of saving lives vs. investing in good lives. This approach may be instructive in limited cases 

like a humanitarian organisation choosing between spending its limited budget on saving one person 

through an expensive mission or spending the same budget on a voluntary ‘visiting friend’ program 

making 1000 persons a little happier. Yet, again, applying this approach to real-world cases is rarely 

sufficiently straightforward for justifying controversial decisions. How to translate issues like physical 

security, cultural values or pleasure to happiness is highly contentious, also within utilitarianism. 

Indeed, one may also ask exactly how these various values are quantified in the above-mentioned 

national risk assessments.  

Contractualism derives moral rules from an imagined contract which would be fair for everyone 

involved. Classical accounts of such ‘social contract’ theory imagined the contract to be entered by 

free individuals in a ‘state of nature’ (in the absence of a state), focusing on the justification of the 

state and justice within the state. In A Theory of Justice (1971), John Rawls rather treats this ‘social 

contract’ as entered by rational individuals under a ‘veil of ignorance’ where they do not know who 

they will be among the affected individuals.69 He applies this method to the state level, but it can also 

be applied at different levels, including the global level of a world society – if it is assumed that such a 

society exists. 

According to Rawls, people under a veil of ignorance would agree on a set of fundamental rights for 

everyone, similar to the notion of human rights. On this basis, he derives a principle of equal 

opportunity for everyone in a society, as well as a ‘difference principle’, meaning that inequality of 

‘social values’ like liberty, income and wealth is acceptable if it is to everyone’s advantage.70 If we take 

this as a starting point for the ethics of preparedness, we may derive that everyone in a society should 

have sufficient security for their basic rights to life and equal opportunities to be maintained (Q1-4), 

where the costs are shared fairly by everyone (Q8). Beyond this, resources should be spent on 

maintaining the broader set of individual rights, informing priorities Q1 and the distribution of positive 

side-effects (Q9). If, for instance, policies that provide a high level of security for everyone would come 

at the expense of health care or social security, and this would leave those worst off in society in a 

worse condition than if the level of security was lowered a little, then it could be argued that this is 

                                                           
68 For an overview of variations of utilitarian conceptions of the maximising of happiness (utility), see Katarzyna 

de Lazari-Radek and Peter Singer, Utilitarianism: A Very Short Introduction (Oxford: Oxford University Press, 

2017). 
69 John Rawls, A Theory of Justice (Revised Edition) (Oxford: Oxford University Press, 1999 [1971]), Chapter 3. 
70 Ibid., 53-54. 
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something everyone who might potentially be those worst off (under a veil of ignorance) would want. 

Within Rawls’s scheme, individuals who are economically well off may invest in their own security 

beyond the minimum level guaranteed by the state as long as it does not come at the expense of those 

who are worse off. They may also choose to assist people in need through voluntary work or donations 

when the state is incapable of doing so, but this is no obligation because the responsibility rests with 

the state.           

Naomi Zack formulates a version of the difference principle for disaster, qualifying the basic principle 

of ‘saving all who can be saved’ with ‘fairly save all who can be saved with the best preparation’.71 

Including a central role for preparedness in mitigating the impact of disasters, this formulation points 

to the need for a principle of fairness when it is impossible to ‘save all’.     

Deontology is premised on the duty to respect moral rules. Actions are not judged by their 

consequences or by ‘merely’ harmonising with the right contractual principles but by a genuine 

commitment to moral duties such as the ‘ten commandments’. In Immanuel Kant’s classical 

formulation, moral duties are derived from the ‘categorical imperative,’ demanding that the principle 

(maxim) justifying a decision could be followed by everyone: ‘act only in accordance with that maxim 

through which you can at the same time will that it become a universal law’.72 By virtue of reason, Kant 

expects individuals to autonomously consider their actions in this way, as a matter of ‘self-legislation’. 

In this way, the morality of people’s action is anchored in their morality as persons. 

If it is presumed that people have an obligation to assist people in dire need if it does not have a 

similarly high cost for the person helping (mutual aid),73 we can derive a duty for everyone to support 

effective security management and for governments to prioritising such efforts above issues that have 

no moral duties associated with them, like facilitating material affluence. Not only should the state 

take responsibility for security, on this account, but also individuals should engage in security 

management on a humanitarian basis, including measures of preparedness. The more a person has of 

financial or other resources, the more should be dedicated to helping others (Q8).  

From this perspective, security problems should simply be prioritised on the basis of their severity, and 

all measures needed to prepare for emergencies should be taken, provided that there is sufficient 

resources for doing so. Positive side-effects (Q9) are irrelevant, as it is the very suffering and not the 

broader effects of the assistance that matter. Deontology does not tell us much about how to prioritise 

between security problems or recipients – perhaps because there would not be a need for prioritising 

if everyone followed the duty of mutual aid. Indeed, the extent of this obligation depends on the scope 

of the duties – on whether they are limited to friends and family, fellow citizens or to humanity as a 

whole.   

                                                           
71 Zack, 29. 
72 Immanuel Kant, "Groundwork of the Metaphysics of Morals," in Immanuel Kant: Practical Philosophy ed. 

Mary J. Gregor (New York: Cambridge University Press, [1795] 1996), 73. 
73 For a discussion on Kant’s conception of mutual aid and its implications for humanitarianism, see Richard 

Shapcott, International Ethics: A Critical Introduction (Oxford: Wiley, 2013), 144-49. 
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As with consequentialism and contractarianism, what this deontological position implies for the ethics 

of security preparedness therefore hinges on one’s conception of how politics ought to be organised. 

The following three positions address this question directly, thereby complementing the three basic 

ethical theories. 

Nationalism prescribes politics to be based on a concern for fellow nationals only. Nationalism comes 

in many forms and degrees, and overlaps with positions like ‘communitarianism’, ‘statism’ and 

‘political realism’.74 According to nationalism, states should be based on nationality, involving shared 

culture and morality. States should not rely on international collaboration or ‘collective security’ unless 

it serves their self-interest. In its starkest form, invading foreign countries can be morally acceptable 

to nationalists if it is in the state’s self-interest. A milder form of nationalism, overlapping with 

internationalism (below), sees every nation as valuable, although each nation should only engage in 

their own affairs.   

Evidently, nationalism implies that states and citizens should be concerned with the security of the 

state and fellow citizens only (Q4). In a world of self-preserving nations, this presumably entails a 

strong focus on security versus other concerns (Q1) and priorities for military over civil threats and 

solutions (Q2&6). Security problems should be addressed at a national rather than international or 

sub-national level (Q5) and be determined by the people (representing the nation), not by independent 

scientific experts (Q10). Consequentialist, contractarian and deontological nationalists might 

nonetheless draw diverging conclusions from these general provisions. 

Internationalism maintains a concern for the sovereignty and security of states but sees 

international collaboration as key to achieving this end. Also called ‘the morality of states’ and ‘society 

of states’ approach, internationalism holds that states share a minimum of morality (contrary to 

nationalism) in which such collaboration can be anchored. Because this morality is limited to basic 

rules for maintaining self-determination, peace and security for states, most of politics is still expected 

to happen within states, where people have more in common. The principles underpinning current 

international law largely harmonises with the basic presumptions of internationalism.     

Like with nationalism, internationalism comes in many forms. Pluralist variants limit international 

morality and state interaction to a minimum, while solidarist variants prescribe certain moral 

standards for domestic as well as international affairs (like universal human rights), presuming a higher 

degree of shared morality across states. The ‘responsibility to protect’ doctrine, where states are 

expected to maintain the security of their citizens in order to deserve their sovereignty, and where 

other countries are responsible for taking this responsibility on if the state fails to do so itself, 

exemplifies such a solidarist position. 

With internationalism, people have a primary responsibility for the security of their fellow citizens, and 

secondly for foreigners (relating to Q4). This means that security problems within the state should be 

prioritised above the problems of foreigners (Q2), and that other concerns than security could be 

prioritised if the situation is relatively secure (Q1), even if people suffer from a fundamental lack of 
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security elsewhere. In addition to the national level, security problems should nonetheless also be 

addressed, and funded, at an international level (Q5&7). Exactly how this balancing should be made 

depends on one’s position along the pluralism-solidarism continuum.  

Cosmopolitanism takes the interests of individuals as the starting point for international politics, 

rather than the interests of states or nations. The internationalist order would be acceptable to a 

cosmopolitan if seen as the optimal way of advancing the interests of individuals across nations. Yet, 

cosmopolitans tend to criticise the ways in which state sovereignty sustains problems like war, climate 

change and world poverty. Instead of the Westphalian state system, they suggest arrangements that 

would be more just on a global scale. An example of such arrangements is to make the UN stronger 

and more representative of the world’s population (more like a ‘global EU’ with a parliament).75  

Cosmopolitans presume that security problems should be managed by people (and possibly 

corporations) as well as states on a global scale, with a priority for the most severe problems and 

vulnerable people (Q2,4&7). As we have seen, consequentialists, contractarians and deontologists may 

nonetheless evaluate this general provision differently, with cosmopolitan consequentialists 

overlapping with the classical position of universalist utilitarianism.   

  

                                                           
75 Pogge. 
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4. Ethical principles  

The topic of security preparedness cuts across a range of highly specialised fields with their own norms, 

traditions and ethical controversies. Military ethics and police ethics, for instance, both involve an 

emphasis on prevention and preparedness as well as ‘response’, but with terminologies and theories 

that render different understandings of these dimensions. Constructing ethical principles of 

preparedness across these distinct fields therefore risks losing far more than it gains. Doing so should 

therefore be conceived as the beginning of a conversation among different aspects of security 

management rather than replacing their designated theories and debates. 

The ethical principles that address preparedness in most general terms are found in the evolving field 

of disaster management. Already involving an abstraction from a wide range of different phenomena 

and political contexts, disaster management is supposed to apply to everything from national armies 

to international humanitarian organisations. Yet, disaster management is only one aspect of security 

management, and it is biased towards extraordinary circumstances in which standard procedures of 

policing, health care etc. are bracketed. 

In the following, two sets of ethical principles in disaster management are considered. These are both 

attempts at aligning policies with human rights in the absence of established human rights principles 

in the field. The proposed principles therefore indicate what it might mean to align security 

preparedness in general with human rights.        

The Sendai Framework  

The Sendai Framework for Disaster Risk Reduction 2015-2030, which was adopted at the Third United 

Nations World Conference on Disaster Risk Reduction in 2015, formulates goals, principles and 

measures for coordinating the work of states and other ‘stakeholders’ in the field of disaster 

management. As mentioned earlier, the general goal of the framework is: ‘The substantial reduction 

of disaster risk and losses in lives, livelihoods and health and in the economic, physical, social, cultural 

and environmental assets of persons, businesses, communities and countries.’76 To achieve this, the 

following goal is to be pursued:  

Prevent new and reduce existing disaster risk through the implementation of integrated and 

inclusive economic, structural, legal, social, health, cultural, educational, environmental, 

technological, political and institutional measures that prevent and reduce hazard exposure 

and vulnerability to disaster, increase preparedness for response and recovery, and thus 

strengthen resilience.77 

As reflected in the title and this quote, the Sendai Framework places a stronger focus on ‘risk reduction’ 

(involving preparedness, also as an aspect of recovery/reconstruction) than its precursor, the Hyogo 

Framework for Action 2005–2015, which focused more on response in ‘disaster management’. The 

Sendai Framework establishes a set of ‘guiding principles’ for disaster risk reduction that will be briefly 
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commented one by one in the following by relating them to the ethical problems and theories that 

were introduced earlier:78  

a) Each State has the primary responsibility to prevent and reduce disaster risk, including through 

international, regional, subregional, transboundary and bilateral cooperation. The reduction of 

disaster risk is a common concern for all States and the extent to which developing countries 

are able to effectively enhance and implement national disaster risk reduction policies and 

measures in the context of their respective circumstances and capabilities can be further 

enhanced through the provision of sustainable international cooperation; 

This principle answers question (Q) 5 and 7 (see Chapter 2) regarding the level of authority and 

distribution of responsibility between states and others. Without making it explicit, it also places the 

responsibility for covering the costs of preparedness (Q8) at the level of individual states, with an 

encouragement for supporting disaster risk reduction in developing countries financially as well as 

politically. Reflecting the position of human rights in current international law, this is a clear example 

of solidarist internationalism, retaining an emphasis on the state as primarily responsible while 

prescribing a normative standard for all states to follow as well as a high level of international 

cooperation for its achievement.  

The provision that disaster risk reduction is a common concern for all states could both be justified 

both from a contractarian and deontological internationalist perspective, while a consequentialist 

might object that the distribution of responsibility should follow from what is most effective. The 

principle avoids the essential but contentious question of whether some states have more 

responsibility than others for assisting developing countries through international cooperation.  

b) Disaster risk reduction requires that responsibilities be shared by central Governments and 

relevant national authorities, sectors and stakeholders, as appropriate to their national 

circumstances and systems of governance; 

Principle b also relates to question 7, but with regard to the domestic context. It speaks to the concern 

that disaster risk reduction could be used as a pretence for imposing political reforms in an 

unrepresentative manner (also Q10). Because the way in which this is to be done is left to ‘national 

circumstances and systems of government’, the contention between consequentialist, contractarian 

and deontological readings of the principle is not addressed.    

c) Managing the risk of disasters is aimed at protecting persons and their property, health, 

livelihoods and productive assets, as well as cultural and environmental assets, while 

promoting and protecting all human rights, including the right to development; 

Principle c answers question 4 on whom and what to protect by including everything without 

instructions for priorities. When focusing on individual persons and adding ‘while promoting and 

protecting all human rights, including the right to development’, the principle nonetheless takes a long 

step in a solidarist direction, overlapping with the moral foundations of cosmopolitanism. With this 

formulation, disaster risk reduction could be an important source of social and political change in 

disaster prone countries. However, it is doubtful that such efforts will involve sufficient resources for 

                                                           
78 Ibid., § 19.  
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achieving this in practice, and the promotion and protection of human rights should probably rather 

be seen in the context of positive side-effects (Q9).  

d) Disaster risk reduction requires an all-of-society engagement and partnership. It also requires 

empowerment and inclusive, accessible and non-discriminatory participation, paying special 

attention to people disproportionately affected by disasters, especially the poorest. A gender, 

age, disability and cultural perspective should be integrated in all policies and practices, and 

women and youth leadership should be promoted. In this context, special attention should be 

paid to the improvement of organized voluntary work of citizens; 

This principle further answers question 4, with a view to the distribution of resources for preparedness. 

It clearly states that more attention should be paid to the most vulnerable groups, contrary to a 

principle of distributing resources for preparedness equally on all. Presumably, the presupposition is 

that satisfactory measures are taken for all, in accordance with the previous principle, and that 

additional attention is paid to those disproportionally affected by disaster – which would be a typical 

contractarian position. This point also relates to question question 9, given that it could have a positive 

side-effect for poor and/or discriminated individuals and groups. The last sentence highlights the 

improvement of organized voluntary work, addressing question 7 on the division of labour. 

The rather radical principle d implicitly speaks to the priorities within states (‘all-of-society’), however, 

rather than between and across states. If applied to ‘global society’, it would mean that more attention 

and resources should go to the poorest countries and social groups, with a transformative 

cosmopolitan agenda of empowerment. This would not, however, harmonise with the internationalist 

premises of the framework, where such political decisions are left to the discretion of sovereign states.   

e) Disaster risk reduction and management depends on coordination mechanisms within and 

across sectors and with relevant stakeholders at all levels, and it requires the full engagement 

of all State institutions of an executive and legislative nature at national and local levels and a 

clear articulation of responsibilities across public and private stakeholders, including business 

and academia, to ensure mutual outreach, partnership, complementarity in roles and 

accountability and follow-up;  

This principle further addresses the division of labour (Q6), and it also touches upon the division of 

authority between experts and the people (Q10), with an emphasis on collaboration and 

accountability. However, the principle does not answer how this is to be done, except for including all 

relevant stakeholders in a way that balances representation and expertise.       

f) While the enabling, guiding and coordinating role of national and federal State Governments 

remain essential, it is necessary to empower local authorities and local communities to reduce 

disaster risk, including through resources, incentives and decision-making responsibilities, as 

appropriate; 

Here, the question of level of authority and division of labour are further addressed, emphasising the 

role of local authorities and communities at a sub-state level. Exactly how the distribution of authority 

is made across these levels is to be decided by the state, and is not answered by the principle. 

Presumably, the principle is motivated by the assumption that such involvement is more effective than 

‘top-down’ programs, although there might also be a normative concern involved for maintaining local 

customs and traditions.   
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g) Disaster risk reduction requires a multi-hazard approach and inclusive risk-informed decision-

making based on the open exchange and dissemination of disaggregated data, including by 

sex, age and disability, as well as on easily accessible, up-to-date, comprehensible, science-

based, non-sensitive risk information, complemented by traditional knowledge; 

This principle addresses the priority among security problems (Q1-4), establishing that it should be 

determined by a comprehensive risk assessment in accordance with the prediction-based approach to 

security management. It involves a strong emphasis on science and expertise, while leaving some 

authority to ‘people’ in their capacity as caretakers of ‘traditional knowledge’ (Q10). It is clear, 

however, that decision-making on priorities is not to be left to political debate among lay-persons, 

entailing a preference for technocratic rule in the domain of disaster risk reduction. 

h) The development, strengthening and implementation of relevant policies, plans, practices and 

mechanisms need to aim at coherence, as appropriate, across sustainable development and 

growth, food security, health and safety, climate change and variability, environmental 

management and disaster risk reduction agendas. Disaster risk reduction is essential to achieve 

sustainable development; 

Relating both to question 1 on the distribution of resources between security and other concerns like 

development, and question 9 on positive side-effects, this principle establishes that disaster risk 

reduction ought to be integrated with other domains of solidarist international cooperation. It does 

not say, however, whether this means that the other domains should be adjusted or that disaster risk 

reduction just comes in addition with positive side-effects for the others. It also leaves the substance 

of the policy implementation to the states maintaining their responsibility for disaster risk reduction. 

This provision would be interpreted differently by e.g. a consequentialist and contractarian approach, 

where the former would see it as a matter of efficiency while the latter would focus on a fair 

distribution of responsibilities and benefits from the various institutions and beneficiaries involved. 

i) While the drivers of disaster risk may be local, national, regional or global in scope, disaster 

risks have local and specific characteristics that must be understood for the determination of 

measures to reduce disaster risk; 

Speaking to a concern for ‘one size fits all’ solutions that might reinforce predominant norms and 

interests within and across states, this essential point speaks to questions 2-5, 7 and 10. It voices a 

nationalist and internationalist worry with cosmopolitan universalism. However, in this general 

formulation, it also harmonises with a cosmopolitan concern with policies anchored in internationalist 

principles allowing states to exercise extensive coercive authority over minorities and political 

opposition with reference to state sovereignty.    

j) Addressing underlying disaster risk factors through disaster risk-informed public and private 

investments is more cost-effective than primary reliance on post-disaster response and 

recovery, and contributes to sustainable development; 

k) In the post-disaster recovery, rehabilitation and reconstruction phase, it is critical to prevent 

the creation of and to reduce disaster risk by “Building Back Better” and increasing public 

education and awareness of disaster risk; 
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Here, question 3 is answered with an emphasis on prevention and preparedness, highlighting the 

positive side-effects of such efforts (Q9) independent of whether the risks actually materialise. Also, 

the role of the public is highlighted (Q7&10), with an emphasis on education.   

l) An effective and meaningful global partnership and the further strengthening of international 

cooperation, including the fulfilment of respective commitments of official development 

assistance by developed countries, are essential for effective disaster risk management; 

m) Developing countries, in particular the least developed countries, small island developing 

States, landlocked developing countries and African countries, as well as middle-income and 

other countries facing specific disaster risk challenges, need adequate, sustainable and timely 

provision of support, including through finance, technology transfer and capacity-building from 

developed countries and partners tailored to their needs and priorities, as identified by them. 

These two final principles reinforce the emphasis in the first principle regarding international 

cooperation and support to developing countries, but in a more insisting and radically solidarist tone. 

As such, it strengthens the emphasis on managing problems at the international level, involving 

prescriptions for states to follow (Q5). The final principle (m) also has consequences for the question 

of priorities among security problems, highlighting the plight of the countries that are not only most in 

need of financial and operational assistance but most exposed to disaster risks in the first place. These 

formulations do not, however, present this as a moral obligation but as a consequence of a coherent 

global approach to disaster risk management. As such, it does not involve a clear stance on the tensions 

between consequentialist, contractarian or deontological justification or interpretations of the 

principles.   

Introducing these 13 principles, the Sendai Framework states that they are to be followed ‘while taking 

into account national circumstances, and consistent with domestic laws as well as international 

obligations and commitments’.79 In other words, they fill the role within legal interpretation and 

political prescription that was identified for ethics in the previous chapter. Still, the principles leave 

extensive room for ethical disagreement, reflecting the tensions between different ethical strands. For 

instance, both nationalists and cosmopolitans would object to the very anchoring of the framework in 

a universal responsibility of states rather than in a self-defined responsibility of individual nations or a 

universal responsibility of individuals across nations. Prevalent approaches to consequentialism and 

deontology in internationalist ethics both hinge towards the latter cosmopolitan approach, where the 

distribution of responsibilities, costs and benefits would be based on individual rights rather than on 

the (internationalist) rights (and obligations) of states.    

Notably, the Sendai Framework does not explicitly answer the question of priorities between security 

and other concerns, between disaster risk reduction and other security problems (except from being 

informed by an all-hazard risk approach), or between different disaster risks. These choices are left to 

national institutions.  

The division of labour between civil and military institutions (Q6) is not addressed at all. Although 

disaster management is typically seen as a field of civil protection, it can still be seen as a central task 

                                                           
79 Ibid. 
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for the military (in particular in times of peace, when the military is available for other tasks than 

warfare). If implemented in this way, disaster risk management could be used as a pretext for a general 

militarization of the related civil political domains. Instead of drawing attention to this problem, 

however, the Framework seems to presuppose that the military remains a support function for civil 

protection unless the national circumstances imply that politics have already been ‘militarised’ – in 

which case the engagement of the military in disaster management would probably be regarded as a 

positive development. 

The Sendai Framework also does not establish how the costs of disaster risk reduction are to be 

distributed within or among nations. This is another sensitive question, raising fundamental questions 

of economic justice and partly relating to debates on the responsibility of wealthy industrialised 

nations for disasters relating to climate change. As a political document, the Framework has to avoid 

such controversies in order to generate universal support. On the other hand, this means that the 

Framework does not tackle some of the hardest ethical issues. Instead, its guiding principles provide a 

more concrete foundation for considering these problems than if the focus remained only at the 

general goals and the means for their achievement.     

Council of Europe’s Principles for Disaster Risk Reduction  

The ethical principles for disaster risk reduction and ‘people’s resilience’ proposed by Michel Prieur on 

behalf of the European and Mediterranean Major Hazards Agreement (EUR-OPA) of the Council of 

Europe provide more detailed guidelines than the Sendai Framework, with separate sections on their 

application to the preparation for disaster (prevention and preparedness) as well as to response and 

recovery.80 The report emphasises that human rights should always be respected in disaster 

management work, and not be bracketed because of a state of exception or ‘force majeure’ during 

disasters.81 The following general principles are proposed: 

Solidarity. Nations and peoples should co-operate in a spirit of solidarity so as to strengthen 

disaster resilience and help victims. The costs and burdens of disasters, as well as the benefits 

of risk reduction measures, should be shared equitably, which implies giving particular 

attention to the most vulnerable individuals and communities. 

This principle establishes a responsibility for those not exposed to a specified disaster risk or actual 

disaster to assist (Q7-8). It defines ‘shared equitably’ as implying priority for those most vulnerable – 

meaning that more resources should be invested in them in order to have a more equal outcome for 

their exposure to risk or for the effects of a disaster. This answers the question of whom and what to 

protect through preparedness, although it leaves the interpretation of ‘the most vulnerable’ to the 

reader. More fundamentally, it leaves open the definition of what this provision of equitable sharing 

implies for how much should be invested in order to strengthen the resilience of the most vulnerable 

individuals and communities and helping them when being victims.   

                                                           
80 Michel Prieur, "Ethical Principles on Disaster Risk Reduction and People’s Resilience," (European and 

Mediterranean Major Hazards Agreement (EUR-OPA), Council of Europe, 2012). 
81 Ibid., 6-7. 
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In the context of current international law, the principle implies a primary responsibility towards fellow 

citizens – even if nations and peoples need to cooperate for states to succeed. However, the principle 

of equity could also be read as implying a stronger form of solidarity across nations, where the most 

vulnerable individuals and communities in poor countries should get priority also when wealthy 

nations distribute their resources for preparedness between domestic and international security 

problems.  

Joint responsibility. National and local public authorities, the private commercial sector, 

agricultural and industrial, non-governmental organisations, individuals and the media have a 

joint responsibility regarding prevention in the face of disaster risk and regarding an efficient 

contribution in the face of emergency situations. 

On this account, the responsibility is more shared among states and across, citizens and corporations 

than in Sendai where it primarily rests with states. This is reflected in the notion of ‘people’s resilience’. 

However, ‘joint’ could also be read as that non-state actors also have a responsibility, while the primary 

responsibility remains with the state. 

Non-discrimination. Measures to prevent, reduce and prepare for disasters and to distribute 

relief and promote recovery, and also the enjoyment of fundamental rights are secured and 

implemented without distinction on any ground such as gender, sexual orientation, race, 

colour, language, religion, political or other opinion, ethnic group, affiliation to a national 

minority, socioeconomic circumstances, birth, disability, age or other status. 

Resembling principle d in the Sendai Framework, this principle deals with the documented problem of 

discrimination in disaster management that was introduced in connection with question 4. The 

principle does not prescribe ‘positive discrimination’ of groups that are generally discriminated in a 

society – but this follows from a combination with the previous principle of ‘equitable sharing’ as well 

as the following principle of humanity. 

Humanity. All persons are treated humanely, in all circumstances, that is to say with respect, 

tolerance and compassion, regardless of the nature, origin, duration and place of the disaster, 

and particular attention should be paid to the most vulnerable people. The dignity and rights 

of all disaster victims are respected and protected in all circumstances. 

Overlapping with solidarity and non-discrimination, this principle of humanity adds that the assistance 

should be given in a ‘humane’ manner and in accordance with human rights. In a humanitarian context, 

however, the principle of humanity usually establishes the universal scope of assistance rather than its 

form – entailing a cosmopolitan responsibility to assist everyone everywhere and anytime. In other 

words, the current formulation does not explicitly prescribe which and whose security problems that 

are to be addressed (Q2) or at which level (Q5), but how the problems that are addressed are to be 

addressed (Q4). 

Impartiality. Disaster prevention, preparedness, relief and recovery measures should be 

implemented and provided on the basis of genuine needs alone, without any favouritism 

between or within the population groups concerned. 
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Again overlapping with solidarity and non-discrimination, this essential principle excludes that 

governments for instance prioritise their own constituencies or exclude parts of a country based on 

ethnicity or religion. Similarly, it implies that international organisations should not exclude countries 

or organisations for political reasons. Impartiality could also be read in a cosmopolitan sense, where 

national affiliation is irrelevant. Notably, this question of responsibility for foreign countries and 

citizens is left implicit, allowing for a reading where impartiality only applies to those people who fall 

within the legal jurisdiction of a state.  

Neutrality. Disaster prevention, preparedness, relief, response and recovery measures should 

be taken without political, racial, religious or ideological debate, and with the sole aim of 

protecting individuals and the enjoyment of their rights, the environment, property and 

heritage, and thereby strengthening resilience to this type of event. 

Basically, the principle of neutrality isolates disaster management from broader political agendas and 

renders it as an essentially humanitarian undertaking. Resonating more with a deontological than 

contractarian or consequentialist position, it reduces the relevance of political side-effects and a 

broader political assessment of priorities.    

Co-operation. States should co-operate, regardless of political, economic, social and cultural 

differences and according to their capacities, to strengthen disaster resilience and to secure 

respect for human rights, showing particular regard for the possible cross-border impact of 

disasters and the need for joint action. 

Territorial sovereignty. States have a duty to protect persons on their territory, guaranteeing 

that, even if a disaster occurs, human rights are fully applied for not only their nationals, but 

also for foreigners on their territory including humanitarian assistance teams from abroad. 

Relating to question 5, the principle of co-operation involves a strong emphasis on international 

collaboration guided by the advancement of human rights rather than national self-determination. 

Paradoxically, this impression is reinforced by the surprisingly named principle of ‘territorial 

sovereignty’, which formulates a limitation on sovereignty rather than on international interference. 

As such, it harmonises with a solidarist notion of ‘sovereignty as responsibility’.   

Prevention. States, as well as regional and local authorities, have a responsibility to implement 

anticipatory and preventive measures, with the most active involvement possible of all parties, 

including companies and the civil society. This principle presupposes awareness of the different 

risks in different places and at different times, depending particularly on variables arising from 

demography and climate change. 

Dealing with the identification of, and priorities between, security problems (Q2) as well as the 

emphasis between prevention, preparedness and response (Q3), this proposition tackles the 

mentioned tendency in disaster management not to focus on prevention because it involves a different 

level of political authority and priority – with a wider range of costs and benefits. Combined with the 

principle of neutrality, the emphasis on ‘risks’ and ‘variables’ leaves the impression of a technocratic 

mode of prevention rather than a democratic one (Q10).    
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Role of the media. The media plays an essential role by informing and raising the public’s 

awareness to the forecasting of disasters and the way they evolve. Disaster victims are treated 

by the media with dignity and with full respect of their privacy. 

The role of the media as an essential source of political priorities (Q1-5) as well as of public 

participation and awareness (Q7&10) makes it important to consider. When security preparedness is 

based on risk assessments rather than on more tangible threats, journalists may be in need of 

dedicated courses on terminology, methods, statistics and ethics in order to maintain its role in 

enhancing the public’s awareness. This responsibility of the media as a ‘fourth estate’ in security 

preparedness warrants further attention, also from an ethical perspective. 

From ethical ideals to the evaluation of non-ideal cases  

As with the Sendai Framework, these 10 principles establish a solidarist internationalist basis for 

addressing the politics of security preparedness in accordance with human rights law. However, they 

do not tell us exactly how to resolve the ethical or political tensions we find within this rather broad 

position – for instance concerning the distribution of responsibility, costs and benefits among rich and 

poor countries or the extent to which international norms of disaster reduction should determine the 

actions of individual state governments. Also, it does not explicitly justify the principles against 

normative objections from nationalism and cosmopolitanism. Manifesting the current international 

legal order, they rather push the field of disaster risk reduction as far in the direction of human rights 

as possible within internationalist confines.  

It may be contended that the guidelines will not be able to hinder co-optation by political and economic 

actors advancing supposedly neutral technocratic solutions with cultural and political effects that are 

problematic from an ethical perspective. This is probably because the principles are written with the 

objective of increasing rather than limiting the involvement of powerful actors. The emphasis on 

humanity, neutrality, impartiality, non-discrimination and empowerment of local actors and 

institutions is all about hindering such abuses of power in the name of security. Yet, as reflected in the 

goals of the Sendai Framework, the political dimensions involved in prevention and preparedness are 

so general and open to interpretation that it may be hard to prove that the principles have been 

violated.  

Is, for instance, the international initiation of a local NGO that gains extensive financial resources for 

building local resilience – with significant effects for local political and economic dynamics – in 

accordance with the respect for, and empowerment of, local actors? Is it neutral and impartial because 

the aid is given with the sole purpose of disaster preparedness, even if local power balances are 

eschewed as a side-effect? Who should determine the desirability of such effects – for instance if young 

men and women are empowered at the expense of a traditional village council of elders? These kinds 

of ethical problems are not answered by the principles, but the principles provide a basis for their 

consideration. 

Real-world cases of security preparedness will rarely live up to the ideals of the Sendai Framework or 

the Council of Europe principles. It is more likely that existing power asymmetries, privileges and 



 

D6.4 – FP7 – 313288 

41 

patterns of discrimination will be reproduced when general policies are translated into concrete social 

practices. Does this mean that the policies should be abandoned, even if it comes at the expense of 

the persons or objects that were supposed to be secured? How do we find the right ethical balance 

between ideals and reality? In order to deal with ‘non-ideal’ circumstances we need a different type 

of questions critically assessing the legitimacy of security measures rather than prescribing their ideal 

constitution. This is not a matter of ‘lowering the bar’ but connecting the bar with real-world politics. 

In the framework for ethical evaluation proposed in the conclusion, the ten ethical problems and a set 

of human rights principles are therefore combined with a set of critical questions regarding the ethical 

legitimacy of concrete policies and practices. These are inspired by ‘just war criteria’ which basically 

combine most of the criteria of ethical justification that figure in ethical theory within a single 

framework.82   

A convincing example of such a framework for the assessment of legitimacy in the domain of security 

management is ‘The International Principles on the Application of Human Rights to Communications 

Surveillance’ that were developed by legal experts and civil society organisations through an extensive 

process of consultations with stakeholders. Addressing the supposed necessity of sometimes violating 

human rights through surveillance in order to protect citizens against serious organised crime and 

terrorist attacks, the proposed principles include the following headings: Legality, Legitimate Aim, 

Necessity, Adequacy, Proportionality, Due Process, Transparency, Competent Judicial Authority, Public 

Oversight and Safeguards for International Cooperation.83 Several of these are reflected in the 

legitimacy criteria proposed in the conclusion.  

 

 

 

 

 

 

 

  

                                                           
82 Cf. Michael Walzer, Just and Unjust Wars: A Moral Argument with Historical Illustrations, 4th ed. (New York: 

Basic Books, 2006 [1977]). There are many examples where just war principles are applied to other security 

domains like counterterrorism, surveillance and ‘securitization’. See e.g. Jean Bethke Elshtain, Just War against 

Terror : The Burden of American Power in a Violent World (New York: Basic Books, 2003); Kevin Macnish, "Just 

Surveillance: Towards a Normative Theory of Surveillance," Surveillance & Society 12, no. 1 (2014). 
83 See https://necessaryandproportionate.org/principles. Another recent example is the ‘human rights tests’ 

for policies of Countering Violent Extremism (CVE) proposed in: Arun Kundnani and Ben Hayes, "The 

Globalisation of Cve Policy: Undermining Human Rights, Instrumentalising Civil Society " (Transnational 

Institute (TNI) and SOURCE Societal Security Network 2018). 
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Conclusion 

In the discussion on human rights-based principles of preparedness in security management, we saw 

how these principles both rest on contested ethical foundations and rely on ethical interpretation for 

their application to concrete cases. This means that answers to the ten ethical problems of security 

preparedness cannot be derived from law or ethics as such, but from specific theoretical positions that 

must be made explicit when such answers are made. Considerations of ethics are therefore highly 

relevant for the policies and practices of preparedness, both when there is an absence of legal 

regulations, when such regulations are made or revised, and when regulations are translated into 

political action. 

Instead of arguing for a particular prescriptive position, the purpose of this report has been to raise 

the awareness of how different ethical positions are at play in the politics of preparedness and what 

this implies for ethical evaluation. Ideally, these insights can lead to better understandings of current 

practices, to the development of clearer policies and to constructive debates among conflicting 

political perspectives. As a framework for ethical reflection, we therefore conclude with a set of 

questions for consideration against the backdrop of the preceding discussions of problems, 

perspectives and principles, rather than with a check-list for ‘ethical preparedness’.  

The proposed framework consists of three sets of questions. The first set concerns how specific policies 

(such as a strategy for counter-terrorism) or practices (such as a project of building flood defences) 

relate to the ten ethical problems of preparedness highlighted in the report. The second set addresses 

how the answer to these problems evoke fundamental human rights principles (here, we draw on the 

EU Charter of Fundamental Rights). Against this background, the third set poses questions regarding 

the justification of the policies or practices under consideration. For an example of the application of 

the second and third sets of questions to the field of cyber security for individuals, see Appendix.  

The reason why we focus on fundamental human rights principles in the second set of questions and 

not on a version of the principles for preparedness that were discussed in the previous chapter is 

twofold. Firstly, as argued, the guiding principles render an impression of ethical guidance without 

providing a clear foundation for their application to concrete cases. Second, focusing on established 

human rights principles rather than the adjusted ‘mid-range’ principles makes it easier to relate the 

reflections to other areas and debates where human rights are applied to political problems, both 

within and beyond the field of security. For instance, it makes the connection between disaster risk 

reduction and debates on the ethics of counter-terrorism or military defence possible. This is not to 

say that the consideration of how principles of human rights can be translated into general principles 

for preparedness are discouraged, or that the application of the more general principles are better 

suited as guidelines for action – quite the opposite. What is proposed in the following is rather a 

guideline for critical ethical reflection and debate.  
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Framework for ethical reflection on security preparedness  

A. How does the case under consideration answer the following ethical problems? 

Q1. How to prioritise between security and other political concerns 

Q2. How to prioritise between security problems 

Q3. How to prioritise between prevention, preparedness and response 

Q4. Whom and what to protect through preparedness  

Q5. Whether to address threats at a sub-national, national or international level  

Q6. Whether to address security problems by military or civil means 

Q7. How to divide the labour between states, citizens and corporations 

Q8. How to distribute the economic costs of security preparedness 

Q9. How to divide the positive side-effects of preparedness work 

Q10. How to divide authority between experts and the people 

B. How do the answers to (A) relate to the following human rights principles? 

1. Dignity: right to life and prohibits torture, slavery, the death penalty, eugenic practices 

and human cloning  

2. Freedoms: liberty, personal integrity, privacy, protection of personal data, marriage, 

thought, religion, expression, assembly, education, work, property and asylum 

3. Equality: equality before the law, prohibition of all discrimination incl. on basis of 

disability, age and sexual orientation, cultural, religious and linguistic diversity, the rights 

of children and the elderly.  

4. Social protection: covers social and workers' rights including the right to fair working 

conditions, protection against unjustified dismissal, and access to health care, social and 

housing assistance 

5. Citizen’s rights: rights to vote in elections and moving freely in accordance with 

international law.   

6. Justice: the right to an effective remedy, a fair trial, to the presumption of innocence, the 

principle of legality, non-retrospectivity and double jeopardy. 

C. Is the case of preparedness ethically justified according to the following principles? 

I. Legality: Is it legal and properly proscribed by law?    

II. Legitimate Aim: Does it pursue a legitimate aim? 

III. Necessity and proportionality: Is it necessary and proportionate in a “democratic 

society”? Can it be achieved with a lower impact or in a less intrusive way? 

IV. Effectiveness: Can we expect it to achieve the aim being pursued? How will impact and 

effectiveness be measured? 

V. Transparency: Can this measure be made transparent, will it be explained to the public?  

VI. Public oversight: Are there effective and efficient mechanisms for oversight?  

VII. Inclusion, participation: Are potential beneficiaries involved in the planning and 

implementation?  
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Appendix: Workshop Report 

Report: Workshop ‘Preparedness for Cybersecurity’, 29 November 2018, The Hague  

Goals and focus of the workshop 

The goal of this workshop is to discuss possible measures to improve preparedness for cybersecurity. 

The workshop focused on exploring values that are at stake in the design and implementation of such 

measure, and possible conflicts between such values. For example, on the one hand the values that 

are implicit in the design and implementation of security measures (‘industrial values’), and on the 

other hand the values held by citizens and other beneficiaries of these measures (‘societal values’)—

and to find ways to (better) harmonize these sets of values.  

The workshop lasted two-hours. Participants were several experts on cybersecurity, from the Dutch 

Ministry of Justice and Security, Delft University of Technology, The Hague University of Applied 

Sciences, and TNO. They were already familiar with the (Dutch) Nederlandse Cybersecurity Agenda 

and the (Dutch) National Cyber Security Research Agenda III NCSRA. In the workshop we explored and 

discussed a range of ideas for creating measures to improve preparedness for cybersecurity.  

Below are initial thoughts on preparedness and on values—which were input for the workshop.  

 

Focus on preparedness 

In order to provide focus to the workshop, we will focus on preparedness—one of the phases or 

activities that we can distinguish in cybersecurity:  

• Prevention: what one can do in order to prevent cyberattacks, e.g., combat cyber-criminality or 

measures that decrease the chances of cyberattacks;  

• Preparedness: what one can do to be better prepared against cyberattacks, e.g., measures to 

better sustain a cyberattack, reduce the damage, or to keep things going as much as possible;  

• Crisis management: what one can do during a cyberattack, e.g., to reduce the damage—apart from 

what is already done through prevention and preparation;   

• Repair: what one can do after a cyberattack, to bounce back, to repair damage, possibly even to 

be better able to withstand cyberattacks a next time.  

We propose to focus on preparedness, partly because it is sometimes relatively underdeveloped, and 

partly because it raises many questions: How much do we want to invest in preparedness? How to 

balance priorities for preparedness, in comparison to, e.g., prevention, crisis management and repair? 

Who should be responsible—the state, specific agencies, or citizens? Please note that the concept of 

preparedness has overlaps with the concept of resilience (https://ec.europa.eu/digital-single-

market/en/news/resilience-deterrence-and-defence-building-strong-cybersecurity-europe).   

We can draw parallels to preparedness in other domains, e.g., preparedness for flooding or for a 

nuclear incident. The Dutch government advises (https://crisis.nl/wees-voorbereid/tips/): to have an 
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emergency kit ready (radio on batteries; torch; spare batteries; first aid kit; matches, in waterproof 

packaging; small candles; blankets; tools; and an alarm whistle); to be informed about specific risks, 

depending on where you live; to know what to do when the sirens sound; etc. And they have specific 

advice for, e.g., flooding (https://crisis.nl/wees-voorbereid/overstroming/) or nuclear incidents 

(https://crisis.nl/wees-voorbereid/stralingsincident/). Also for cyber attacks (https://crisis.nl/wees-

voorbereid/cyberaanval/): to update software; to use anti-virus software; to use passwords wisely; to 

make backups frequently; to only connect to trusted networks (not, e.g., in bars); etc.  

 

Focus on values  

We expect that different stakeholders will have different values regarding cybersecurity and 

preparedness, and that these values will need to be made explicit, negotiated and combined or 

balanced, during the design and implementation of measures to improve, e.g., preparedness.  

In order to guide the discussion, we will look at cybersecurity through the lens of societal security: “the 

ability of a society to persist in its essential character under changing conditions and possible or actual 

threats” (more info on: https://en.wikipedia.org/wiki/Societal_security).  

• A societal security lens acknowledges that attacks can come from a wide range of sources and can 

be aimed at a wide range of targets—attacks do not only happen between one state and another 

state. This is indeed the case for cybersecurity, where sources can be anything, ranging from a 

state, non-state groups to criminals, and targets can be anything, ranging from individual citizens, 

businesses to infrastructure.  

• Furthermore, a societal security lens views security as a social phenomenon—in addition to 

viewing it as technological (e.g., building specific defensive or offensive capabilities) and economic 

(e.g., when a state spends public money, or when a company makes money, delivering security 

products or services). Security as a social phenomenon stresses the viewpoint of citizens, of living 

collectively and organizing society.  

This focus concurs with two shifts that were (briefly) discussed in the NCSRA III: “… a shift ... from 

disruption for economic profit to disruption to influence societal values and fundamental rights” 

(NCSRA III, p. 5); and a shift to “the humanist and behavioural side of cybersecurity (NCSRA III, p. 4).  

Interestingly, the internet was not designed with values like security and protection in mind (although 

its first version was funded by the US Defence Agency), but with values like freedom and openness in 

mind (reflecting, e.g., the spirit of academia)84. This means that we now have built an internet without 

some of the security measures that we would like to have now.  

Furthermore, we can zoom-in on specific values and tensions between values. We expect, e.g., 

conflicts between values such as usability and security, accessibility and security, and privacy and 

convenience (CANVAS White Paper 1: Cybersecurity and ethics). In addition, we can zoom-in on values 

of different stakeholders. It is possible, e.g., that national politicians will stress short-term success and 

                                                           
84 Dunn Cavelty (2014): Breaking the Cyber-Security Dilemma: Aligning Security Needs and Removing 

Vulnerabilities. Science and Engineering Ethics, 20 (3), 701–715.  
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reacting to incidents; companies will stress implementation and making a profit; citizens will stress 

(subjective perceptions of) privacy, safety and practical usability; local politicians maybe social 

cohesion; and civil society organizations may stress privacy, equality and democracy.  

We took two values from the Charter of Fundamental Rights of the European Union as focus points: 

freedom and equality (the other values are, of course, also critical in general, but less immediately 

relevant for our current purpose: 

1. Dignity: right to life and prohibits torture, slavery, the death penalty, eugenic practices and human 

cloning  

2. Freedoms: liberty, personal integrity, privacy, protection of personal data, marriage, thought, 

religion, expression, assembly, education, work, property and asylum 

3. Equality: equality before the law, prohibition of all discrimination incl. on basis of disability, age and 

sexual orientation, cultural, religious and linguistic diversity, the rights of children and the elderly. 

While it stops short of guaranteeing economic rights, the Charter recognises and respects access to 

services of general economic interest, involving an element of economic equality.  

4. Social protection: covers social and workers' rights including the right to fair working conditions, 

protection against unjustified dismissal, and access to health care, social and housing assistance 

5. Citizen’s rights: rights to vote in elections and moving freely in accordance with international law.   

6. Justice: the right to an effective remedy, a fair trial, to the presumption of innocence, the principle 

of legality, non-retrospectivity and double jeopardy. 

In addition, there are criteria for evaluating specific measures for cybersecurity preparedness85:  

a) Legality: Is this cybersecurity measure legal and properly proscribed by law? Does it meet the 

criterion of subsidiarity (of being implemented at the most local level possible)?    

b) Legitimate Aim: does the cybersecurity measure pursue a legitimate aim? 

c) Necessity and proportionality: is the measure necessary and proportionate in a “democratic 

society”? Can it be achieved in a lower impact or less intrusive way? 

d) Effectiveness: Can we expect this measure to achieve the aim being pursued? How will impact and 

effectiveness be measured? 

e) Transparency: Can this measure be made transparent, can it be explained to others?  

f) Public oversight: Are there effective and efficient mechanisms for oversight of this measure?  

g) Inclusion, participation: Can putative users or potential beneficiaries of these measures be involved 

in the design and implementation of these measures?  

 

Background for the discussion  

In order to focus the discussion in the workshop, we used elements from two documents as 

background: We focused on three (of a total of six) goals of the Nederlandse Cybersecurity Agenda 

(https://www.ncsc.nl/organisatie/nederlandse-cybersecurity-agenda.html) (translated from Dutch): 

                                                           
85 Based on principles for ‘just war’ (Legitimacy; Rights-based approach; Democratic oversight and review; 

Cohesive; Transparency; Subsidiarity; Civilian, non-military), and dimensions of Responsible Research and 

Innovation (Owen et al. 2013: Anticipatory; Reflective; Deliberative; Responsive).  
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1. Impact force in order: ‘Government and businesses are able to offer an adequate response’ ‘with 

retention of basic values and privacy" (pp 19-20). 

2. International peace and security in the digital domain: 'The Netherlands promotes international 

legal order in the digital domain, including the safeguarding of human rights' (page 23). 

3. Digitally safe hardware and software: 'Users must be enabled (empowered) to understand the 

digital safety of hardware and software' (p. 27)  

Moreover, we used topics of the National Cyber Security Research Agenda III  

(https://www.dcypher.nl/national-cyber-security-research-agenda-iii-ncsra-iii-2018) as input as well:  

1. Design: ‘Striking the right balance between usability and security is a recurring and crucial 

challenge in design’ (p. 10)  

2. Defence: ‘Dramatically increase efficiency and effectiveness: ‘speed at which attacks are detected, 

understood and responded to’ (p. 14) 

3. Attacks: ‘Need to better understand ‘hardware-software-people systems’, especially the ‘human 

factor’ in cybercrime and cybersecurity’ (pp. 19-20) 

4. Governance: ‘We tend to ignore that for this end-user failure to be so consequential, many other 

actors have already failed to adopt sufficient secure designs or defensive measures’ (p. 24)  

5. Privacy: ‘Collecting large troves of data has economic value and improves the functionality … and 

national security policies, while privacy risks and damages are uncertain and distant’ (p. 28) 

 

Findings from the workshop  

During the workshop the following six ideas were generated, explored and discussed (A-F):  

 

A. Quality Mark for Internet of Things Devices 

People are increasingly putting IoT devices in their homes and businesses, from robot vacuum cleaners 

to fish tank thermometers and baby watching cameras. There are many vulnerabilities associated to 

these devices:  

• People don’t bother or forget to change the default password (“00000”)  

• They don’t update the firmware, or the device does not support updating its firmware  

• There is little incentive for producers to improve this—they often compete on price  

• These devices can be accessed and used as stepping stones, to enter a company’s intranet (e.g., 

the fish tank thermometer https://thehackernews.com/2018/04/iot-hacking-thermometer.html)  

• Or these devices can be turned into a botnet, and can be thus be used for, e.g., a DDoS attack  

A potential solution would be a quality mark for IoT devices, overseen by an independent government 

agency (e.g., Autoriteit Consument en Markt); this Quality Mark would then ensure measures like: this 

IoT device requires using a password, other than the default “00000”; or there will be firmware 

updates for five years into the future. There are quality marks for security of food, for health and safety 

of products, so why not for cybersecurity of IoT devices?  

Values at stake:  
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• Freedom: Producers and vendors of IoT devices can perceive this measure as infringement of their 

freedom. There is, however, a history of successfully introducing measures for safety, e.g., safety 

belts in cars. If everybody needs to comply, they do not disturb the free market.  

• Equality: Equality is likely to improve through this measure. There are currently risks of inequality 

regarding costs (less expensive devices are likely to be less secure) and regarding skills (people with 

less skills are less able to use these devices securely). When all IoT devices are made more secure, 

for this Quality Mark, these inequalities will diminish; less expensive devices will become safer and 

people with less skills will be able to use these devices safely.  

Considerations:  

• Legality and legitimate aim: This measure would comply with the rule of law, and it would have 

moral legitimacy; citizens can expect protection from being harmed through their IoT devices, and 

the government (at state level or European level) can be expected to take such a measure;   

• Necessity, adequacy, proportionality: The risks of unsecure IoT devices are large and are likely to 

increase, and measure must be taken. A Quality Mark is likely to be an effective and efficient 

measure—it is relatively simple and small that can have a relatively large and positive impact.  

• Authority, transparency, oversight: This measure can be best implemented on the state level—this 

is faster than working on the European level. Moreover, it will need to be designed and 

implemented through a transparent process and involve some independent government agency, 

in order to ensure public oversight.  

 

B. Protection Services by the ISP  

Another potential solution for the vulnerability of IoT devices (or any networked device) is that the ISP 

(the company that puts the router in people’s homes and in businesses), monitors the addition of any 

new device to the home’s or business’ network. If the ISP recognizes the device as safe, it allows it to 

connect fully. If, however the ISP recognizes the device as unsafe, e.g., because it has outdated 

firmware, than it warns the user: “We detected a device with outdated firmware. We have put it in a 

walled garden; it can now only receive data, but not send any data. You need to update the firmware 

[instructions]; after that, it will be added to the network so that it can both receive and send data.” 

This measure is imagined as a value added service by an ISP. We can imagine, e.g., that ISPs in the 

higher end of the market will offer this service as an extra  benefit. Other ISPs, e.g., at the lower end 

of the market, are less likely to offer this, or will offer it later on, after it has become a commodity.  

Values at stake:  

• Freedom: Such a measure concurs with a free market: with companies’ freedom to develop and 

market specific services, and with people’s freedom to choose and buy specific services.  

• Equality: The value of equality, however, can be threatened by such a measure. It could exacerbate 

the digital divide. In the worst case, it could lead to a situation where people who can afford a 

high-end ISP have better protection against cyberattacks, whereas people cannot afford this are 

vulnerable to cyberattacks.  

Considerations:  
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• Legality and legitimate aim: It would be legal for an ISP to offer such a service. There could be 

questions regarding moral legitimacy, e.g., when a company offers different services for different 

segments of the market, and then offers this extra protection only in its services for higher-end 

segments and not in its services for lower-end segments—people (or journalists) can easily 

‘discover’ this and critique it (“You are effectively denying protection to less-paying clients”).  

• Necessity, adequacy, proportionality: This measure may look to many as not very necessary, as a 

‘nice to have’ extra service. If implemented in a user-friendly way (which would largely depend on 

the people and processes of the ISP offering the service), then it is likely to be both effective and 

efficient.  

• Authority, transparency, oversight: This measure can be best implemented on the level of the 

individual ISP. It would then fall in the domain of free market economy, with the risks of specific 

firms gaining (unfair) strategic (monopolistic) advantages; there would thus be a need for 

transparency or public oversight, with, e.g., fair communication and terms and conditions.  

 

C. Cybersecurity Basic Insurance  

It may be worthwhile for citizens or (small and medium) enterprises to buy a service for cybersecurity. 

In addition, it would be possible to buy a cybersecurity insurance to go with this service. This would fit 

in a free market, where both sellers and buyers are free to engage in transactions. It would be 

comparable to booking a trip or a holiday—and to book a travel insurance to go with this trip or holiday. 

However, there is a risk that the coverage or the conditions of such an insurance are out of line with 

what buyers thought that it would cover. There is sometimes a lot of fine print, which buyers are 

inclined to not read properly or thoroughly.  

In order to reduce this risk, it could be a good idea if some independent agency (maybe even an agency 

of the national government) sets minimum requirements for such a cybersecurity insurance. This 

would protect buyers against having expectations that are too high or not in line with the fine print. 

This insurance would not be obligatory (freedom to choose is not compromised). The only thing this 

agency does is set a minimum standard; it prescribes a Cybersecurity Basic Insurance. Similar to the 

way that the Dutch national government prescribes the contents of a Basic Health Insurance (which is, 

by the way, obligatory; whereas the Cybersecurity Basic Insurance is voluntary). 

Please note that such an insurance cannot be bought separately; it is an add-on on some service.  

The insurance would promote preparedness in that it will require of citizens or enterprises to comply 

to specific guidelines, e.g., using strong passwords, updating software, making backups. It would make 

sense if these measures are exactly in line with the service they subscribe to. If they then become 

victim of a cyberattack, it is reasonable to expect the insurer to repair the damage and pay-out.  

Values at stake:  

• Freedom: As long as this insurance is not at stake, freedom of both sellers and buyers is not at 

stake. Freedom would, however, be at stake if there is a whole lot of information that an insurer 

wants to see before getting the insurance—this would corrode freedom in terms of privacy.  
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• Equality: Having a standard for a Cybersecurity Basic Insurance could improve equality; it would 

enable also people with relatively less money to spend and less computer/security skills to protect 

themselves appropriately, at a fair price and with little skills involved.  

• Solidarity: As with many forms of insurance, this type of insurance will work best if it is based on 

solidarity; if money is collected from a diverse group, in which setbacks are randomly distributed, 

and pays-out to those who are entitled. An insurance without solidarity will work less well; it will 

charge more of those with high risks and charge less for those with lower risks—which would 

undermine solidarity.  

Considerations:  

• Legality and legitimate aim: Such an insurance would comply to the rule of law.  

• Necessity, adequacy, proportionality: Such an insurance would help people and enterprises to 

follow the guidelines for preparedness—they will be helped through the service they buy and they 

will need to comply if they want to be eligible for help and pay-out in case of an attack.  

• Authority, transparency, oversight: The description of such an insurance can best be done on the 

national level, and needs to be transparent.  

 

D. Make Apps Obligatory  

People are increasingly using their smart phones for all sorts of transactions or payments. This makes 

it attractive to criminals to hack into these smartphones and transactions. In general, it is more safe to 

use a dedicated app, e.g., for banking, than to use a browser and a webpage. The app will typically 

have end-to-end encryption and the app can be managed and updated, e.g., by the bank. Using a 

browser and a webpage, on the other hand, can be less safe; e.g., the browser can be fooled to think 

it is connected to the bank when in fact it is not.  

A solution would be to make the usage of apps obligatory; to make the service only accessible for apps, 

not as a webpage. This will result in a tension between security and customer-friendliness within the 

company issuing the service: the security people will support the app (because it is more secure), 

whereas the marketing people will promote the webpage (because it is more easily accessed for a first 

time or occasionally; a customer does not need to download, install and configure the app).   

Similarly, one can obligate employees (of a bank or of any office) to use a standard laptop (supplied by 

the company) and to configure the intranet in such a way that it can only work with this laptop and via 

a VPN. No ‘bring your own device’; any other device will not be given access to the network.   

Values at stake:  

• Freedom: One can argue that making the usage of apps (instead of a webpage) or a standard laptop 

(instead of another device) corrodes freedom. On the other hand, one can argue that this freedom 

is only marginally corroded; downloading, installing and configuring an app takes a couple of 

minutes. Carrying a laptop for work is not a big deal. The app and the laptop are secure and easy-

to-use alternatives, and do not really corrode freedom.  
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• Equality: Having all customers use the same app or having all employees use the same laptop is 

likely to contribute to equality. E.g., because any (implicit, unintended) inequalities based on the 

usage of different would be eliminated (which will need oversight—see below).  

Considerations:  

• Legality and legitimate aim: If the implementation does not violate prior commitments (and, e.g., 

give people ample time to switch) then it would fit with the rule of law.  

• Necessity, adequacy, proportionality: From the perspective of the user, it is questionable whether 

this measure would be effective and efficient. If they use 40 services on their phone, of which 20 

via a webpage and 20 via an app, they will still be vulnerable. On the other hand, the measure is 

likely to improve the company’s cybersecurity because it would reduce the risks of users infecting 

their service by using a corrupt browser.  

• Authority, transparency, oversight: There would be a need for public oversight, e.g., on the 

national level by an independent authority, to ensure, e.g., non-discrimination.  

 

E. Better Communication for Learning  

Citizens and (small and medium) businesses try to improve their preparedness (or resilience) for 

cybersecurity; they try to prevent (anticipate), they try to manage the attack (detect and react and 

repair) and they try to learn from it, to ‘bounce back’ stronger (in the vocabulary of resilience). 

However, they often do not have many clues as to what happened, what they could have done better 

and what they can do better a next time.  

A potential solution would be improved communication to citizens and small businesses. E.g., an 

explanation like “there was an X malware, which entered your computer via Y email, which caused Z 

damage”, and instructions for what to do better, like “if you see A, do B, and never do C”. It’s like a 

home burglary: the police comes and sees the lock on the front door; they will then advise you to buy 

a better lock, or use the lock better, e.g., turn the key one more round.  

It would make sense if the national government provides general information, e.g., on how to repair 

and prevent cyberattacks (https://crisis.nl/wees-voorbereid/cyberaanval/), and if companies provide 

more detailed information, e.g., an ISP can provide information on an attack that happened via their 

servers or routers. It is, however, possible that firms label their own solutions as “secure” and their 

competitors’ solutions as ”insecure”—either out of genuine concerns for security and disagreement 

about what is “(in)secure”, or out of a more or less malicious motivations to denigrate competitors. 

This will require some oversight (see below).  

Values at stake:  

• Freedom: Better communication will promote freedom because more knowledge leads to more 

freedom, provided that knowledge is available, accessible and usable for all people (see next 

bullet).  
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• Equality: This communication will need to be made available, accessible and usable for all people—

it would corrode equality if the communication is only available, accessible and usable to specific, 

privileged groups.  

Considerations:  

• Legality and legitimate aim: General information can be expected to come from the national 

government. Specific information will need to come from commercial parties involved.  

• Necessity, adequacy, proportionality: General information is likely to be only partly effective and 

partly efficient—it is not necessarily a lack of information; it’s more a lack of motivation (see next 

bullet). It remains, also, to be seen whether companies, such as ISPs, would be able and willing to 

provide detailed and specific information to people (see above).  

• Authority, transparency, oversight: This is a relatively lightweight measure, which does not need 

much legitimate authority or public oversight.  

 

F. Motivate People to be Better Prepared (more than ‘only inform’) 

Some people are not aware of cyber-risks and have no knowledge on what to do for preparedness; 

these people need information (see previous bullet). Other people are aware of the risks and have 

knowledge for preparedness; however, they do not follow-up practically on this knowledge. This is like 

living next to a river and being aware of the risk of flooding and knowing that you need an emergency 

kit—but not having prepared such an emergency kit, so that in case of a flood you are not prepared. 

In very general terms, what is missing is not information, but motivation to act.  

A potential solution is to develop a program to motivate people to be better prepared, e.g., based on 

insights from (social or economic) psychology, like ‘nudging’.  

Values at stake:  

• Freedom: A program to motivate people to change their behaviour will need to be very careful not 

to invade on people’s freedom. On the other hand, all sorts of organizations and companies are 

attempting to influence people’s behaviour (often opaquely but successfully nevertheless).  

Considerations:  

• Legality and legitimate aim: A program like this could be initiated either by the (national or local) 

government, or by a commercial party.  

• Necessity, adequacy, proportionality: It is necessary to do more than provide information. 

Practically trying-out would be needed to see whether and how this actually helps people to 

change their behaviours.  

• Authority, transparency, oversight: This measure would aim to make people change their 

behaviours (more than ‘only inform’), which is less lightweight—some assessment of the 

organization that offers the program (government or company) will be needed, e.g., to see 

whether it is seen as a legitimate authority to provide this program.   
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Conclusions  

In the workshop, we explored several ways to improve the preparedness for cybersecurity. We 

generated six ideas for practical measures to promote preparedness in people and in (small) 

businesses. Different agents would be involved in such measures: government agencies, companies 

like ISPs, and citizens have different roles and responsibilities. Furthermore, for each of these ideas we 

explored key values, like freedom and equality, and criteria, like legality, necessity, adequacy, 

proportionality, and the need for transparency and oversight. These values and criteria will need to be 

taken into account carefully when designing and implementing such measures.  

This workshop was to some extend also an experiment to see whether a discussion of such values and 

criteria can support the creative process of envisioning and designing such measures. The idea is to 

take into account ‘ethics’, ethical issues and societal implications, at the start of a creative process, as 

productive tools—rather than postponing ‘ethics’ until implementation (when the design-work is 

already done). Although this workshop was limited in its scope, we are positive about the productive 

potential of taking into account ‘ethics’ early on, in the creative and explorative phase.  
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